WQ‘WMW

) Web
HTTP
SOCKS
SOCKS
NEC Ying-Da Lee(ylee@syl.dl.nec.com) Mosaic X 2.0
ICSA
Web
Web
Web Web
51 Web
Web
API applet
UNIX
Web http://www-
genome.wi.mit.edu/WWW/fags/www-security-fag.html UNIX
5.1.1 ISAPI

Web
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TCP/IP
Web Web
Web Purveyor WebServer http://www.
process.com) Purveyor
Purveyor
Purveyor Purveyor
Web
Web
CGl
ISAPI  CGI ISAPI
Windows DLL
ISAPI Web ISAPI
DLL cal
DLL
Cal cal ISAPI
CGl http://hoohoo.ncsa.uiuc.edu/cgi/
Cal
1. CGlI
www
Cal HTML
CGl CGl
HTML Cal
HTML HTML Web
HTML Web
HTML
Cal Purveyor
CGl HTML
cal
HTML
5-1
CaGl CaGl Web

CaGl
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CaGl Cal

CPU

Cal

CaGl

s,

5-1 CGl
Cal HTTP u
2. (ISAPI)
Web ISAPI
ISAPI DLL) Web ISAPI
CGl
n Cal
. ISAPI CaGl
CGl
" Windows “ ” Microsoft Win32
API

ISAPI Process Software Microsoft
Windows NT Windows 95

NetWare OpenVMS Microsoft s
ISAPI
ISAPI DLL Web
DLL DLL Extension DLL
DLL

] DLL
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= DLL
" DLL
= DLL EXE
DLL
DLL DLL
ISAPI
Web ISAPI
Process Software ISAPI Purveyor Web
RSM  RSM 5-2
. Mensetiogs | 1 ::L____ 1 Gmwe | %_—;‘:
/icons/default.gif
/icons/folder.gif
A eatontotiet soing Ncomsfoinary. g
audio/* J/icons}sound.gif
et henafea gt
text/plain ficonsftext.gif
video/* ficons/movie.gif
5-2 Purveyor
ISAPI (run-time dynamic linking)
LoadLibrary GetProcAddress DLL
HttpExtensionProc() (Extension Control Block)
(load-time dynamic linking) DLL
DLL
DLL “ DLL”
API DLL * DLL
Purveyor
DLL
1) DLL DLL
GetExtensionVersion
2) GetExtensionVersion DLL API
DLL

3) HttpExtensionProc DLL



Chinaspupecom

5 Web
4) DLL
5) DLL
DLL
m GetExtensionVersion —DLL API
DLL API API
5-1 C
5-1 GetExtension Version()
BOOL WINAPI. GetEx ""’angrSiQn{‘HSQQVEﬂsxaﬁ;iNFO’”

5-2

= HttpExtensionProc —_— DLL
main()
Cc

5-2 HttpExtensionPro(1)

DWORD WINAPI HttpExtensionProc (LPEXTENSION. CONTROL_ BLOCK
1pEcb); :

ISAPI
HE SIALE SUOES

DLL
HE SIAIL SUOES AD KPP W

DLL HTTP

DLL

HE SIATLE PENONG
DLL Server

SupportFunction HSE REQ DONE WITH SESSION

HE SIATLB HBRR
DLL
DLL
m GetServerVariable— HTTP
Cal
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TCP/IP
NULL
m ReadClient— HTTP Web HTTP
POST HTML
*|pdwSize ReadClient
TRUE
n WriteClient— Web
m ServerSupportFunction— DLL HTTP
HttpExtensionProc DLL ECB
DLL GetServerVariable
Direct CGlI
DLL HTTP DLL
DLL DLL
DLL
try/except
try/except Visual C++2.0 C/C++
ISAPI DLL ISAPI
ISAPI
ISAPI
ISAPI Microsoft 1SAPI-L
e-mail LISTSERV @peach.ease.|soft.com
SUBSCRIBE ISAPI-L <firsthame><lastname>
| SAPI-L @peach.ease.Isoft.com Microsoft ISAPI
URL
http://www.microsoft.com/intdev/pdc/pdeserv.htm
ISAPI ISAPI
3.11S ISAPI
ISAPI Microsoft
s IUSR MACHINENAME
ISAPI s IUSR MACHINENAME ISAPI
ISAPI RevertToSelf()
ISAPI
system()

URL http://www.ntsecurity.net/security/
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5 Web
webguest.htm REVERT.DLL DLL Intel 1S
s
C\AlISREVERT-TEST
ISAPI
ISAPI
ISAPI http://www.genusa.com/isapi/isapitut.ntm 1SAPI
5.1.2 NSAPI
NSAPI Netscape ISAPI UNIX
NSAPI Netscape
Netscape Netscape (http://developer.netscape.com/

misc/devel oper/conference/proceedings/s5/sld002.html),NSAPI

n Cal

[ Web

NSAPI http://pclt.cis.yale.edu/pclt/webapp/apis.htm
NSAPI Netscape Netscape NSAPI

net hod=pbl ock_fi ndval (" net hod", r p->reqpb) ;
clientip=pbl ock_findval ("ip", sn->client);
request _header ("user _agent", &r owser, sn,rq);
request _header (" cooki e", &ooki es, sn, rq);
GET POST IP
“  cookie”
C

par am f ree( pbl ock_r enove( " cont ent -t ype", rg->srvhdrs));
pbl ock_nvi nsert ("content-type", "text/htm", rg->srvhdrs);
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pbl ock_nvi nsert (" set - cooki e", " chocol at e=chi p ", rg->svwhdrs);
protocol _status(sn, rqg, PROIGC._ Q< NLLL);
protocol _start_response(sn,rq);

NSAPI NSAPI
NSAPI AFS Kerberos SSL AFS Kerberos
SSL HTTP Netscape
HTTP AFS Kerberos
NSAPI
system()
NSAPI

5.1.3 servlet

servlet Java Java
- HTML Web
Web Web
Java HTML Java servlet 5-3
webMethods

Welcome to webMethods

" The first Java applications that
automatically generate Java servlets from HTML"

CLICK HERE to test drive the first Java applications
that automatically generate Java servlets from HTML.

(if information on Java serviets is not what you're
Iooking for, CLICK HERE to visit our home page.)

Tes, gphics, od progrnming s copyright ® 1997 by wbMethods, I

5-3 webMethods Java servlet

servlet Java
5-4 serviet
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Put

Applet

B Post

HTML form /]

54 servlets

servlet
Web 1A
Web
Java servlet Web

HTML Web

server-side includes HTML HTML

Java servlet Cal
API Microsoft ASP

Lotus Domino

Java servlet Web servlet
Web Cal SSS ASP CaGl
ASP

CPU

ASP CGl IS
Windows NT

Java servlet CPU

Java JVM ASP Java
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TCP/IP
VM
Java servlet
servlet SSL Java
Java servlet Java
LAN servlet
servlet
Java Java
Java servlet
ISV servlet
Live Software Java servlet
Servlet Pack One servlet
servlet
Java IP
Web
serviet
= HTML FORM HTTPS
" servlet
. servlet
serviet API Java Web Web
serviet AP Java
5.14 ActiveX
Denali Microsoft ActiveX
ActiveX JavaScript
ASP Web HTML
Web
Microsoft VBScript DLL
GetObject CreateObject OLE VBScript
VBScript
Web
Microsoft V BScript
VBScript ISAPI VBScript
ASP HTML

VBScript
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ActiveX
HTML 5-5
o COM
ASP e 11Sv.30 -
ActiveX
ODBC
55 Microsoft IS ASP
Web Web SSi
CGil SSS API
CaGl Web
API SSI CGlI SSS
APl —— CaGl
AP
cGl ——
CaGl
SS| N
Web
SSS — SS SSS Web

Robert B. Denny(http://www.dc3.com/white/extending.html)

API SSS

SSI - CGl
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TCP/IP
SSi CGl SSS
SSS API
API API

AP

6 “ APl ” AP
5.1.5 Web
Web Cal

HTML

1. Cold Fusion

Col d Fusion http://wwallaire. comgo/ go. donPsect i on=pr oduct s

& webresourceurl=/Products/Col dFusion/30/index.cfm)

Web
Cold Fusion CGl Perl
Web Cold Fusion
HTML Web
2. Microsoft ADC
Microsoft ADC
Internet Explorer Web

ActiveX

Microsoft ADC Microsoft Active
Server

ActiveX
ADC Denali Microsoft 1S
ASP ActiveX ADO HTML

ADO HTML

ADC ASP

ADC ActiveX
“ Web i ActiveX
ADC Microsoft

http://ww.microsoft.com/adc/

51.6

1996 2 21 http://www.imc.org/imc-pressrel-1
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5 Web
“ " RFC
MIME multimedia extensions for Internet mail
MIME IETF
URL
s MOSS—— MIME MOSS
m PGP——PGP pretty good privacy
s SSMIME— MIME RSA Data Security
s MSP——
n MIME" K
| |
1996 4
1996 6
1996 6 24 IETF
IETF
IMC
5-6 IMC
IMC e-mail PGP e-
mail 1997 Rebel e-mail
Rebel e-mail 1997
10 “ certifiedemail.com”
e-mail VeriSign
HTTP Rebel e-mail
e-mail

e-mail Web
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Internet Mail Standards

SMTP SMTP File I!0 POP or

¥

Origination Destination

UA= UserAgent

E‘HB‘S MTA = Mail Transfer Agent

MS = Message Store

5.1.7 Macromedia Shockwave

Shockwave Macromedia http://www.macromedia.com

Web Windows(95/98 NT) Mac Macromedia
Shockwave Shockwave Macromedia 1997
1700 Shockwave Shockwave Macromedia Director

Shockwave 1700

1. Shockwave

Shockwave Web Shockwave

e-mail

Web
Netscape Internet Explorer Windows 98 NT
Macintosh Shockwave Netscape 3.0 2.0 Internet Explorer
Netscape Communicator
2.
Shockwave Netscape e-mail

Inbox Outbox Sent Trash Windows

95 WindowsNT “ Inbox”
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C:/ Program Fi | es/ Net scape/ Navi gat or/ Mai | / | nbox

Shockwave GETNETTEXT Netscape Navigator e-
mail e-mail
Windows NT
95

mai | box: C: / Program Fi | es/ Net scape/ Navi gat or/ Mai | /
| nbox?nunfoer =2

MacOS, Jeremy Traub(http://www.whatis.com):

nai | box: / Maci nt osh%20HY Syst en820Fol der / Pr ef er ences/
Net scape?20%4/ Mii | / 1 nbox?nuniber =2

folder no longer exists

e-mail Shockwave
Shockwave Inbox Outbox Sent Trash
CaGil GET http://www...com/upload.cgi?
data=There _goes your_e-mail_here
GETNETTEXT
HTTP
Shockwave Netscape Java
Shockwave
Netscape Shockwave
3. Shockwave
Shockwave
m Netscape,Microsoft Macromedia
|
" Netscape e-mail
= Shockwave
|
5.2 Web
Microsoft Windows 95

Web Web
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TCP/IP
Web applet
Java
ActiveX applet
5.2.1 Java applet
Java Sun Microsystems 1995 Web
IBM Microsoft Java
“ Whatis” http:\\www.whatis.com ,Java
c « "
Java
applet Web
applet Web
Java
= Java Java
Java
L] “ ! C Java
= Java
Java
= Java
. Java applet
s C Java
JavaScript Java JavaScript Java
Java Java applet
Java Web
Java Java Java........ Java Java
Sun “ ”
VM
Java Sun Netscape

Process Software Java Java
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Java Java applet
applet
VM
VM
VM VM
VM
Java
ActiveX Java “
ActiveX Java ActiveX
ActiveX Java
ActiveX
VM applet
applet Netscape
Java HTML
“ " Sun
applet
appl et ! ”
applet
“ " Sun
Netscape
Java
ActiveX ActiveX Java
Java ActiveX
Microsoft ActiveX appl et
Microsoft

WinVerifyTrust API
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TCP/IP
ActiveX applet
ActiveX Microsoft
ActiveX Web
Microsoft
Java Java applet
Java VM Java
C applet Java
J++ Microsoft Java ActiveX
JavaScript
Java applet
Netscape
applet
applet oo applet
Netscape Java JavaScript
Options\Network Preferences\Language
Java
Hitachi Data Systems Carl V Claunch TIS
TIS http-gw
Claunch 1P/
Java ActiveX
JavaScript VBScript SSL SHTTP HTTP
SSL SHTTP
HTML SHTTP HTTP
Microsoft
IE
Java ActiveX ActiveX
ActiveX
applet
Sun
5.2.2 ActiveX

ActiveX Web
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5 Web
ActiveX ActiveX
ActiveX ActiveX
ActiveX
ActiveX Java applet
http://www.digicrime.com
Microsoft ActiveX
Microsoft (http://www.microsoft.com/intdev/sdk/)
ActiveX Citrix Web
Winframe http://www.citrix.com/hotspot.htm ActiveX
ICA IE 3.
Citrix Netscape Microsoft
IE 5.0
ICA Citrix Windows ICA
UNIX X-Windows ICA

http://www.citrix.com/icaposl.htm Citrix
Java ActiveX
Windows 95 ActiveX
ActiveX OLE Web ActiveX

“ Exploder "  ActiveX

IE Windows 95 98
BIOS Windows 95
test-drive ” http://www.hal cyon.com/mclain/ActiveX “ Boom”
Exploder HTML
Exploder.ocx( URL )

<A HREF="http://ww. hal cyon. conf ntl ai n/ Acti veX">
<OBJECT | D="Expl oder 1" W DTH=86 HEI GHT=31
CIERASE=" BExpl oder . ocx”
AASS B="(.S D CE7ODBE3- (55A 110~ 8E43- 780002C10128" >
<PARAM NAME=" Ver si on" VALUE="65536">
<PARAM NAME="Ext ent X" VALUE="2646">
<PARAM NAME=" Ext ent Y* VALUE="1323">
<PARAM NAME=" St ockProps" VALUE="0">
Expl oder Control! </ OBJECT></ A>

Web
" Java JavaScript

applet applet
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" ActiveX applet * ”
VM
Java ActiveX Web
Microsoft PC
1997 PTR Prentice Hall “ Protecting Your
Web Site with Firewalls” Windows
98
IE Netscape ActiveX
“ ? IE
“ Internet
Privacy Kit” 1997 Que
ActiveX
Web
ActiveX “ "
HTTP
HTML Java ActiveX
ActiveX Java
ActiveX Microsoft
ActiveX
ActiveX Java JavaScript
“ " “  nude-pics.ocx”
“ YES Windows
Java JavaScript ActiveX
Java ActiveX “ OK” Windows
Microsoft Sun Netscape Web
Web
PC

ActiveX
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IE
Windows “ YES
applet applet
applet
applet applet
applet
applet
1. ActiveX
ActiveX
IE
http://www.news.com/News/ |tem/0,
4,3707,00.html InfoSpace InfoSpace
“ ” IE
InfoSpace
Microsoft
Java ActiveX
Java —_—
ActiveX
ActiveX
ActiveX “ ”
ActiveX
Web
Java Java appl et Java Blocking

ActiveX Java
Java Blocking

applet
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Web
Java Blocking Java applet
Netscape Navigator Java
applet Java applet
Hitachi Data Systems Carl V Claunch TIS TIS
http-gw 1P/

Java JavaScript VBScript ActiveX SSL SHTTP
Claunch JavaScript

1 - <SCRIPT | anguage=j avascri pt>...</ SCRI PT>

- <SCRI PT | anguage=livescript>...</SCRl PT>

3 - Attribute in other tags on form onXXXX= where XXXX
I ndicates the browser’s actions, such as click ,nmouse
novements, etc.

4 - URLs at HREFs and SRCs with javascript: protocol

5 - URLs at HREFs and SRCs with a |livescript: protocol

N

Java
APPLET...> and </APPLET>

HTML
VBScript
1 - The scanning and filtering seguence of
<SCRI PT | anguage=VBScri pt>... </ SCRI PT>

2 - Scanning and filtering seguence
<SCRI PT | anguage=vbs>. .. </ SCRI PT>

3 - Removal of allributes on form onXXXX=and many tags, just like with J
eri pt
ActiveX
QBIECT. . . >. .. < BIECT>
SSL SHTTP HTML SHTTP HTTPS
HTML
ActiveX Java Netscape
ActiveX
Windows ActiveX
ActiveX Netscape
ActiveX
ActiveX ActiveX Netscape
ActiveX Windows Microsoft
Microsoft UNIX

Java Java
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5 Web
Java applet
Dean Felten Wallach “ Java Security From
HotJava to Netscape and Beyond” Java

http://www.cs.princeton.edu/sip
Java
Netscape

Java applet

Java
http://www.cs.bu.edu/techreports/96-026-java-firewalls.ps.z

Java applet
applet Telnet TCP
applet
Java
Web Java applet
Netscape 3.0 http://www.geocities.com/CapeCanaveral/4016/

Java-Jive little Java devils Java

Francesco lannuzzelli(ianosh@mv.itline.it)

SMLP Netscape lannuzzelli
JavaScript
2. ActiveX
ActiveX
ActiveX
Java

JavaScript
5.2.3

0o
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TCP/IP
COM/DCOM CORBA IT
1. Java
Java Java
Java
Web
Sun Java 2 JDK 1.2 Java
Java2 CORBA Java  —
JavaBeans CORBA
Java 2 CORBA IDL Java
CORBA Java
CORBA Java RMI
IBM Java Websphere Application Server 2.0
Windows NT
Enterprise JavaBeans
2. DCOM
DCOM CORBA DCOM
CORBA TCP Windows 2000 DCOM
Kerberos V5 DCE NTLM NT 4.0 IPSEC SSL/PK
CORBA DCOM
CORBA
DCOM C/C++ Java CORBA ADA
DCOM DCOM COBOL FORTRAN JavaScript Perl REXX
Visual Basic, CORBA DCOM NT
IT
" JavaBeans/CORBA
] Microsoft(M S)Exchange COM/DCOM

Notes CORBA
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" MS COM/DCOM
UNIX Netscape Oracle JavaBeans/
CORBA
. ERP CORBA

Java 2 IT
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