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BEIREES. E =iF
BEEWEEEIER ZiF
BEENMERERER =iF
SHEE. BX =i

2. B ZERIAILE
2.1 XIS

BT ZaETF Windows 7 RUAEEMER S, #EF Windows 10 #{ERSA.
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Except where otherwize noted, all of the documentation and software inecluded in
the Hermez Meter Setup packaze iz copyrighted by Hermesz Intelligzemce.
Thiz software 1z provided “as—is, ¥ without any express or implied warranty. In ne
event shall the author be held lisble for any damages arising from the use of this
software.
Permission is granted to anvene to use this software for any puwrpese, inecluding
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data

iconengines

imageformats

platforms

styles
D3Dcompiler_47.dll
§ hermes-logo.ico
[#] hermes-meter-ui.exe
libEGLdII
libgee s seh-1.dll
libGLESVZ.dIl
libstdc++-6.dll
libwinpthread-1.dll
=] license.txt
log.bet
(& npcap-1.50.exe
opengl32sw.dll
Qt5Core.dll
Qt5Gui.dll
Qt5Netwark.dll
Qt55vg.dil
Qt5Widgets.dll
: unins000.dat
& unins000.exe
(& WinPcap 4 1 3.exe

e

2021/8/25 9:18
2021/8/25 9:18
2021/8/25 9:18
2021/8/25 9:18
2021/8/25 9:18
201473711 18:54
2021/7/2 %:11
2021/8/20 13:54
2020/11/3 21:52
2018/3/19 23:14
2020/11/3 21:52
2018/3/19 23114
2018/3/19 2314
2021/8/25 9:54
2021/8/23 13:48
2021/8/25 %:34
2021/8/19 14:22
2016/6/14 20:00
2021/5/20 16:53
2020/11/3 21:52
2020/11/3 21:52
2020/11/3 22:05
2020/11/3 21:52
2021/8/25 9:18
2021/8/25 9:18
2021/7/14 8:59

S

pra =]
pri=S
i

pre =S
=
MFARFTB
1CO Zrig
Jm E’#
MEEFTE
HEEFETE
HAEETE
MEEFTE
HREETE
License

prz 3w ]
AN
HEERF
HAEEETE
MFARFTB
MEEFTE
MREETE
MEEFTE
HEEFETE
DAT i
WEER
Jm Eﬁ

Fuh

4,077 KB
5 KB
3,767 KB
31 KB
73 KB
3,891 KB
1,393 KB
51 KB
1KB

2 KB

0 KB
1,033 KB
20,433 KB
6,247 KB
6,371 KB
1,678 KB
348 KB
5530 KB
8 KB
2478 KB
894 KB
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Et s

= Eflocalhost =

ol am

# lntekR) Ethermet Connecion 218U

B
LinkType:
LoakBck:
M
-
g
Y
mEDHS:

=R GEy IND 6D SO

IetedF) Eernet Comecion 21810
\Device N 32012574 8300-4245-AS2E SI8UBSIFIOCH]

WirPcap varsion 1.3 (packst i version 4,1.0.2980), based on fbpcap version 10 branch 1.0.relOb (20091008}

EN1OME (Ethernet

1514
1000
192168151
9216811

216811

# | IeheiR) Ethernet Conection [218-LM
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3. BREHE(FiREA

RET BRI CBINRERHITNE, ARG B AENER R

7R, BrIE& ICMP, ARP, DHCP Client, PPPOE Client, IGMP Client

BMEEMGIRTIEE, FER T M8 oHIhEE.

3.1 ERENEENA

BIALERINfE, EREAT, ENSv=EBsRBINENIREERRM
BINgEPIR, METBANE, ANRIRENEKESE, WR-REYEIR, &R,
IPiphl, WERE, BURBETESHER.

EE=

= Htlllocalhost] ] o Intel(R) Ethernet Connection 1218-LM
I e DCs)
& Intel(R) Ethernet Connection 1218-LM

=0 =3 ), based b (201 )

BEER LinkType:

masw | okBack:
MTU:
)
Pl
ERAR
EIEDNS:
&

RS
— //\\/\A\ N N

3.2 Sint=1I8ET T4
@ SHEFOPEEFRERBEMUITNEBND, AEEERELN 5
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HALEEREARAINGERS,

9
Hp WEY I8 559 =AM
(R IN RN = RN RINC) E| =2
BEFIE 5| | EMAREE a9
E ZHfocalhost =
- g \\z}agw ¥ Multicast ¥ Access ¥ Others
5 Intel(R) Ethernet Connection 1218-LM Device B o
L) i B
HREER 1GMP O
Mt R B Access
ARP O
RS DHCP
PPPOE O
B Other
VP [m]
uop O
BISHF
B
5 T ®wE | B
Lol

ESIEIRBIIRFRMEERFEH, TLUEESBEMUPETRE. ERK
BXER

]
B BN T80 =S56 B
| T R e Q (@) B | =2
EEA= 5 _, DHoPvt
= Fllocalhost]
= EE BAES MACHTE i e Tl ) DHCPERS
2 Intel(R) Ethernet Connection 1218-LM
pEE 0 28:D2:44:E2:3... SUCCESS 1(1/0) 192.168.1.35 x 192.168.1.1
=1
Mant
BEHE

B [E1R]EE Packet length: 325 bytes time: 2021-11-24 15:53:42.108146
B [E1RHEBH: Packet length: 590 bytes,time: 2021-11-24 15:53:44.206322
B [E1R]EES Packet length: 325 bytes,time: 2021-11-24 15:53:44.310886
B [E1RHEHE Packet length: 590 bytes,time: 2021-11-24 15:53:44.436000

ESIEIREVIRTRMESHRE, TLEE "FR" FLE" TR F

REHFEHITR-RIME 01, FEAL "SN" "SH" BEERRS
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“
sHE WEW IRD SES eEL
C O 0O Qe B =2
SO L £ i w2 e BA L)
lacalhost
= L] ] mi i i = ™ &
IokelfR) Ethernet Cannection 1218-LM
oRE 1 0000000 182168118 (239255253250  SSOP 179 | M-SEARCH *HITRALY
ey 2 01114 | BT Taka.. IR 06300 80 | Ethernati
A 3 0113617 <467 Taske... TR 08300 6 Ethernet I
4 QNIBIS | ST Tuike.. PRI 06300 80 | Ethernat
3 0115620 cd67:d)Tade.., FRACFEAAH 0x8300 & Ethernet I
6 0113622 | ch6TITake... IHERIEER 08300 8 |Ethernen
7 025750 1921681160 2392582552.. S5O 25 MSEARCH * HTIPN.1
8 0650733 2168118 24222 uoe 72 |60922 8095 Len=30
o 0730409 | aifsiac 01020000, st 119 | MST. Raot = 12768/0/sB45iac1317:50 Cost = 0 Port = LxB010
0 09m6 | sdifac 01020000, uoe 491 | MAJaBISiac 1 7ia0 IN/GigsbiEthernet0/0/16 120 SyeN=HUAWEI $y2D=S57205-520-L1-
n 15772 | AT Tate.. (RN 800 60 |Ethernetn
2 WNSTIE |chsTdizate.. RERREA 800 0 |Ethernetn
1 WNSTIT | chsTizate.. RERREA a0 0 | Ethemnetn
R T T a0 8 | Ethemmetn
e s
@ Frame 7: 215 bytes o wire (1720 kit 215 bytes captured (1720 bits) on interface \Device\NPF_(12832574-8300-4245-A525-5388852530C4), id 0 ~
9 Ethemet I, Srcs 00:0c2eec19:H, Det D1:00:5e7HHda
5 Internet Protacl Versian 4, Src: 192.168.1,169, Dst: 200.255.255.250
0100 .. = Version: 4
0101 = Header Length: 20 bytes (5)
 Differentisted Senices Field: 0x00 (DSCP, €S8, ECN: Nat-£€T)
Total Length: 201
Identifcation: 0a8261 (37617)
5 Flags 0400
Fragment Offset: 0 v
B= s
i > T ———

3.3 A ER{EiREA

3.3.1 ICMP B E
@ PEREORE "MNGER" (BRO), £ "EFEHY" TE, &% ICMP

(BmQ) M, /& "2 (B=®);

BEER D= HE BERE BEEN Arg FERAFH EEEE(ms)
Device DHCPv4 FIE E 1 1 1 3000

+ Multicast Switching « Access « Others
HRUETRR EA
B Multicast

1GMP O

ESaE El Access
ARP O
DHCP O
O
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@ £ "EFEE" WE, AR IPV4 Etherent 3, fmth "%,

U]
pii==2 tE
x
® IPva
— IPv6
IPv4R3IPv6
Etherent
= (T. wE | | B
@ 1 'RESS TE RELDER. RERPSSHE, SF T8
o }
BEEL SRRES
sEElE 300 =
R EEE: | 3000 =
Eillrs: |3 "
il 8 1 I./i\.l
HERAPH: 1
Eibst | SR

e 2 = (o
® & "MYEE" WHE, TEREENIRIGEMSEL, 2 Ethernet LUKIHE

. IPv4 IRIGEZ. ICMP RIS
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H
SR Ethernet lEI
o IPv4 IEI
PING IEI
ESRE

= T wE BE

@ rmath "Ethernet” FIREFLUAMECE, AJECEHA MAC, J& MAC, VLAN

Tag 2%, EARIR MAC ithib2M-< MAC, A% VLAN;

U
TR Ethernet =] |
iR MAc "
B#IMAC: FF:FF:FRFR:FRFF = R 0 B 1
EERE BMAC: 28:D2:44:E2:3F:AA EE SR 0 B 1
Tag
& FEEVLAN () FEEVLIAN O FIUEVLAN
P-Vlan
Type: 08100 Pri: 0 (Best Effort) CFl: 0 (Canonical)
Vlan 0 EE Eigic 0 @ 1
C-Vlan
Type: 0x8100 Pri: 0 (Best Effort) CFl: 0 (Canonical)
Vlan: 0 EliE HAREAT 0 B 1
BE#EVlans(Hex): 0
TYPE
Type: 0x0800 (1Pv4)
SERIEIFCS
1Pv4 [+]
PING B

t—= T2 BE He

® & "IPv4” FIREFT IPVAIRNECE, BOAIR IP HEUEERR IP;

11



"’ WRENEE
Hermes Intelligence TN = =
i/ RERTMN B IR FESF

]
bz =370 Ethernet [+]
IPv4 -
s = L
== 4 EERRE: 20 SitE SKE 0 EantE
EEgE
® TOS DSCP Flags
0 ECN-CT ECN-CE Reserve DF MF
1D:
] Bz HEE 0 B 0
HERE:
0 Bz HEEL 0 BEFE: 0
W=
64 Bz HEE 0 B 1
fikesicv |
192.168.1.31 Bz HEEL 0 ERE: 1
Bisht:
192.168.1.18 EE HEE: 0 B 0
EENERENMACHE = 1B/ 1B
ESER LRSS BB
Bl 11 (UDP) EEN e ] EantE
FElfHex):  B/ET
PING Ea|
== T BE | WE

® i "ICMP" FIREFF ICMP iRECE, AJECE ICMP K8, HiERKESS
), =L "ME" SThETREE,

L
SEEAY Ethernet

T i

0B &

PING

EERE
ESith 8 (Echo Request) A5 0

|

e fif SantE

1 EE HEE 0 B 1

1 EE HEE 0 B 1

HIEEE |64 MTU: | 1500

== T BE HE

@ EFEER ICMP HEMUIAEZR, /& "B FepEUL,
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HREBHTM BRI FIE ST

B #HEY IR0 =EE BHH

E‘.UDO B =2

BETI=

L i i
& Etllocalhost] EE2 %«é‘
T ’ FIaN BRI s BEER EER A EEEAE AEEmS)
=l Intel(R) Ethernet Connection 1218-LM Device Icvmp =1k x 1 1 1 3000
BE®
EER
st
[

REBEapEE PEER" THE (Br0) BritlihERE (Br),
REZUNERITEERASHE (BTQ);

9
Tp #HEWw IS0 =59 #EHd
oG O Q ® B =
BEAE 7 eme
5 ZHlllocalhost]
B aE BRRS 1Pitsht wE PRRE(ES/EY BRIP HEFH BT
Bl Intel(R) Ethernet Connection 1218-LM
EEE 0 192.168.1.64 SUCCESS 10/0) 192.168.1.51 B4 64
:
pEET @) @)
st = &/
BT

El [E1RIEIE: Packet length: 42 bytes,time: 2021-11-24 15:46:23.361198
Ethernet Il Layer, Src: 28:d2:4d:e2:3Faa, Dst: AR
ARP Layer, ARP request, who has 192.168.1.51 2 Tell 192.168.1.64 h
[E1RHELL: Packet length: 42 bytes,time: 2021-11-24 15:46:23.372669
(BRI Packet length: 114 bytestime: 2021-11-24 15:46:23.662023
[EVRIEBAT Packet length: 114 bytes time: 2021-11-24 15:46:23.692126

@)

© W EZE5ERK ICMP UG E.
3.3.2 ARP tM¥{pE

@ MEREORE "MMIESR" (BZO), £ "IEEM" TUE, %% ARP

(B=Q@) ¥, /& "% (BRO);

13
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EeEs| | (1)

G
' Multicast Switching ' Access # Others
HYERR ER
BN
mE= = Multicast
IGMP |
EESE B Fro
ARP @
P 4
MRS DHCP O -
PPPGE O
= Other
ICMP |

J:—ﬁ RE || BE

® 7 "EEFEHE" WE, AR IPV4.Etherent %k, RE "F—F";

6
FERE =
x
® |Pvd
1Pv6
EEEE
1IPvAREIPvE
+ Etherent

= (T. wE | B
@ 7% 'RERE WH REROER. REEPSSNE, Ak T8
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G
Y SREE
EEElE: | 300 =i
B gatafiE: | 3000 =
SRR |3 i
B |1 ‘D)
B =] B Nt
HERPE: (1
FibEd: | E—RA

s 2 wE || B
® & "hHXEE" TUE, sTEAREREMURSOFHSEL, a Ethernet LUK

1. ARP fiR3ZH8Z\;

L]
bz =200 Ethernet B
ARP ‘
EEEE &
ESEE
{
= T P

® /it "Ethernet” FIFEREFLIAMESE, JBCEHA mac, & mac, VLAN

Tag F2%, BARIR MAC HEUEEM K MAC, A5 VLAN;
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]
EIEHRY Ethernet IEI
MAC
piz=at 3
BHIMAC: FF:FF:FF:FF:FF:FF EE SHEE 0 B 1
EERE BMAC: 28:D2:44:E2:3RAA EE Eacaed 0 BFE: 1
Tag
& TEVLAN () FHEVLAN ) BHEVLAN
P-Vlan |
Type: 0x8100 Pri: 0 (Best Effort) CFI: 0 (Canonical) [
Vlan 0 BEE S 0 B 1
C-Vlan
Type: 0x8100 Pri: 0 (Best Effort) CFl: 0 (Canonical)
Vlan: 0 5h S 0 BFE: 1
BE#EVlans(Hex): 0
TYPE
Type: 0x0806 (ARP)
SEREIENIFCS
ARP [Ex|
= & wBE | Bie

@ s "ARP” FIIEFT ARP IRIELE, AIETE ARP B, BHIP, JEIP &

28, =L "WE" THRETERE;

o |
BB Ethernet 3|
ARP — '
puzz=aE-] =
HWEERL: 1 (Ethernet) HWEE: |6
EERE
e 0x0800 (IP) R 4
=il 1 05R)
&P
192.168.1.31 EE R 0 B 1
EMACHEE
28:D2:44:E2:3FAA | BIFE SEET 0 B 1
B
192.168.1.43 EiE HEEREE 0 B 1
BHIMACHEHE
00:00:00:00:00:00 | |ElE EE 0 R 1
=% T—# ®E | B

FREER ARP (EIMYASRE, /& "Ba)" FemEEE,

16
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Hermes Intelligence

HREBHTM BRI FIE ST

L]
ZiHE WEY IRD ZHEQ =8l
[ R =] Q B =
aEdls 5 | EIMEERR
5 Zfilllocalhost]
=6 BEEH ThEHRY by BERe
aE
= Intel(R) Ethernet Cannection 1218-LM Device. DHCPv =1 %
gz:% Device ARP (1 x
it
BT

& Etherent I, Src:28:D2:44:E2:3F.AA, Dst:FF:FF:FF:FF:FFFF
® ARP(Request)

B BmpEeE hES

REZULERITERERAEHE (BT®);

EESH

R HamP®
1 1 1
1 1 1

" WHE (BRQ) BERMNAERE (BRQ),

§
EH WEY IEM SES  SEHH)
OGE | Q O] B =
BT 5 e
= EHflocalhost]
= BE HRRS 1Pkt HE RESE(ETY/ SR RSP
& Intel(R) Ethernet Connection 1218-LM
pES 0 192.168.1.64 SUCCESS 101/0) 192.168.1.51
IR
sre2 (1) @
s \2)
RS

I [E1R]%E: Packet length: 42 bytes fime: 2021-11-24 15:39:30.589313
= Ethernet Il Layer, Src: 28:d2:44:c2:3faa, Dst: fiARFEAER
Destination: FF:FFFFFFFEFF
Source: 28:D2:44E2:3FAA
Type: ARP(0x0806)
= ARP Layer, ARP request, who has 192.168.1.51 ? Tell 192.168.1.64
Hardware type: Ethernet(1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: Request (0x01)
Sender MAC address: 28:D244:E2:3FAA
Sender IP address: 192.168.1.64
Target MAC address: 00:00:00:00:00:00
Target IP address: 192.168.1.51
I [E1JIL Packet length: 42 bytes time: 2021-11-24 15:39:30.602744

= Ethernet Il Layer, Src: 28:d2:44:62:3f:9d, Dst: 28:d2 E
® ARP Layer, ARP reply, 192.168.1.51 is at 28:d2:44:e2:3f:9d

on L E5ER ARP B E.

3.3.3 DHCP Client #MY{5E

ica)

@ DHCP Client thiX/5ERERFERE ICMP, ARP, & “3iFiMY" TEIERE

DHCP f5, HOXH(T "IZERHE", "EEIRE", "MUEE", FIWAMIR

&, FEAERET "MUECE" TWEAHIT Ethernet LIKIEI. IPv4

17
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#Hexzigzl. UDP 32z, DHCPVA SRIEIFMECE

6

friz =200 Ethernet =

IPv4 +
=2 ! &
UDP B

EEiRE

= DHCPv4 [+]
= T wE BGE

@ & "thVEE" /Y DHCPv4 BcETUEAIECE DHCP Option (ER®@), #

B FaAIIEMBRIIGEEIR DHCP Option (BIR®);

4 1
R Ethernet [
1Pv4 +
B =
upP =
SRS
DHCPv4 =
0.0.0.0 57 HEE 0 /R 1 "
EFEMACIEHE
2B:D244E23FAA B S 0 B/ 1
Pading(10B,Hex}: | 00000000000000000000
SName(A/H): File(A/H):
=R
Magic number: | 0x63538263 (DHCP)
= Rl | EE & @)
e
0x003d (Client identifier) 2 7 0128D244E23FAA
Vo
0x0032 (Request IP Address) = 4 €Y 00000000
0x0036 (Server Identifier) = " 00000000
0x000c (Host Name) 0o = 5 rbwww
0x0037 (Parameter Request List) 2 g 010F03062C2E2F2B4D
v
= T2 [l

® DHCP Client thi)/EzshpENINGE, BHE HEER" REEEENER

FIRZE, HEIESIF DHCPV4 B9t EML ;

18
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HREBHTM BRI FIE ST

(]
w0 WEYW IED BEG O
|- T = | Q © E =2
REBIE CIN
B ZHlflocalhosy]
=2 wE ARRS MACHEIE wE mRmEhsE|  sEwr E] DHCPES FRESB

& Intel(R) Ethernet Connection 1218-LM

0 28:D2:44:E2:3... SUCCESS 1(1/0) 192.168.1.35 S 19216811 | 255.255.255.0

TEEE 1€)]

T

= [ERIEE: Packet length: 325 bytes time: 2021-11-24 15:32:48.139771
B Ethernet Il Layer, Src: 28:d2:44:e2:3f:aa, Dst: flff:A:AARH ‘,»3\‘
& IPv4 Layer, Src: 0.0.0.0, Dst: 255.255.255.255 =

E UDP Layer, Src port: 68, Dst port: 67

il DHCP layer (Discover)
I [SE1RHEHE Packst length: 590 bytes time: 2021-11-24 15:32:50.219407
I [E1RIEE: Packet length: 325 bytes time: 2021-11-24 15:32:50.442452
# [E1XELL: Packet length: 590 bytes,time: 2021-11-24 15:32:50.548814

@ #0_EE5eRk DHCP Client YA E.

3.3.4 PPPOE Client tiM{{AE

@ PPPOE Client M {AEEERERE ICMP, ARP, £ "MEiRthil" TREmER
PPPOE f[5, {ORHIT "IEFEHE", "BERSE", "hNEE", FIAMIR
R, FEARRET "HYBECE" RERFHIT Ethernet LUKIE(. PPPOE

HRENFARE, ~E "HE" SkEE,;

4
SEEY Ethernet 3]
S PPPoE [+
EEEE

k= | b RE | | BE

@ PPPOE Client MNUSFFEINRIS, FAHE "HEAR" NESEHRNESR
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"’ WRENEE
Hermes Intelligence TN = =
i/ RERTMN B IR FESF

MRS,

(]
*4p #EY TAD =BQ =AW
oB|al Qo Q B =

RERIE 5 5 PPPoE
Bl Zilllocalhost]
= aw Ares MACHEEE i SRBEHEY  SEAIP me | EESEMACHLE MY
2 Intel(R) Ethernet Connection 1218-LM
pEE o 28:D2:44:£2:3... DISCOVER_PADI 2(0/1)
BREEE
Mt
BISH

® W EXE5eRk PPPOE Client #Y{BE.

3.3.5 IGMP Client Y5 E

@ IGMP Client thAEEERIERE ICMP, ARP, £ "MEMY" TREIISE
IGMP f5, fORHT "IEREHE", "BREIRE", "ThNEE", EAHEREIR,

FEARRET "thiNECE" REA#HIT Ethernet LUKI#EL. IPv4 R

1820, IGMP IRSGETVEMECE, HRISRF IGMPV2 f1 IGMPV3 28,

"HE" RrehkElE;

B #FH/REEFEE v1.0.0.2 ? ES
Y Ethernet Ed|
B P4 =

IGMP =
EERE
E-=ill 011 (IGMP Membership Query)
0x11 (IGMP Membership Query)
EAEgETE:
= a‘hﬂ | 0x12 (IGMPV1 Report)
S 0x16 (IGMPV2 Report)
£ Ox17 (IGMP Leave Group)
0x22 (IGMPv3 Report)
£y
0.0.0.0 Bz HEEE: 0 R 1
FEShEES
Supress QRV 0 Qaic o
BIPE NP ST
= | RE | HE

@ IGMP Client I EEAEURIE, R "(FRER NESEHMER
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J ~
iiii 7R, 28 Hh 8 &t
Hermes Intelligence

HREBHTM BRI FIE ST

MRS,

B Zflllocalhost]
2 igE
= Intel(R) Ethernet Connection 1218-LM
HEE
®
=z =

—
Hegs Pt i SUTHIEEIAET St
0 192.168.1.64 SUCCESS 1(1/0) 239.255.255.250
@
fichoasy i

5 [E1R]E: Packet length: 46 bytes time: 2021-11-24 16:01:07.594077
Ethernet Il Layer, Src: 28:d2:44ie2:3Faa, Dst: 01:00:5:00:00:01
1Pvé Layer, Src: 192.168.1.64, Dst: 224.0.0.1
IGMPv2 Layer, Membership Query message

[EE 1B Packet length: 60 bytes,time: 2021-11-24 16:01:07.726465

® LEE5ERL IGMP Client HHUBE.

4. BREEA]

ARAFREHENR. EERRSS, H/REMEERIRHIATRS G

ARSSHRFE: support@hermes-wh.com

i/ REEHTE BRI Rt R 2 RIRE F RIS,
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