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1 Elf Header

/art/runtime/elf.h  EIf32_Ehdr

34h bytes

70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86 }
87
88
89}

69struct EI1£32 Ehdr {
unsigned char e ident[EI NIDENT]; // ELF Identification bytes
E1f32_Half
E1f32_Half
E1f32_Word
E1£32_Addr
E1£f32_0ff
E1£f32_0ff
E1£32_Word
E1f32_Half
E1f32_Half
E1f32_Half
E1f32_Half
E1f32_Half
E1f32_Half
bool checkMagic() const {

e_type;

e _machine;
e _version;
e_entry;
e_phoff;
e_shoff;

e flags;

e _ehsize;

e _phentsize;

e_phnum;

e_shentsize;

e_shnum;

e_shstrndx;

// Type of file (see ET * below)

// Required architecture for this file (see EM *)
// Must be equal to 1

// Address to jump to in order to start program
// Program header table’s file offset, in bytes
// Section header table’s file offset, in bytes
// Processor—specific flags

// Size of ELF header

// Size of an entry in the program header table

in bytes

// Number of entries in the program header table
// Size of an entry in the section header table
// Number of entries in the section header table

// Sect hdr table index of sect name string table

return (memcmp (e ident, ElfMagic, strlen(ElfMagic))) == 0;

unsigned char getFileClass() const { return e ident[EI CLASS]; }
unsigned char getDataEncoding () const { return e ident[EI_DATA]; }

1.1 e_type HUE

117
118
119
120
121
122
123
124} ;

115// File types
116enum {

ET NONE
ET REL =
ET EXEC
ET DIN
ET CORE =
ET LOPROC =
ET HIPROC =

, // No file type

, // Relocatable file

, // Executable file

, // Shared object file
, // Core file

0xff00, // Beginning of processor—specific codes

Oxffff // Processor—specific

1.2 e_machine BUH

(0028h K7~ arm)

134

132// Machine architectures

133enum {
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157 EM ARM =40, // ARM
158 ......
297} ;

1.3 LA EIf header 70 #iT

T 1B Hirhk
7F454C46 (magicNumber) 0
01 (32 or 64)
un‘s‘ig%ned char e_Ee_{T[lG] 81 EI\I/J::is;)blg endianness)
ZFBAREETT 03 (OSabi)
00 (abiVersion)
00000000000000 (pad)
e_type (2b) 0003 (32 H FR30AF) 10
e_machine (2b) 0028 12
e_version (4b) 00000001 14
e_entry (4b) 00000000 18
e_phoff (4b) 00000034 1C
e_shoff (4b) 00128070 20
e_flags (4b) 05000000 24
e_ehsize(2b) 0034 28
e_phentsize(2b) 0020 2A
e_phnum(2b) 0005 2C
e_shentsize(2b) 0028 2E
e_shnum(2b) 0008 30
e_shstrndx(2b) 0007 32

B ERTED, 1% elf BB ILT HAR ST

® EIf header 7774 e_ehsize 34h bytes.

® Program header table JF4fHIE & e phoff 34h, table 4 — 250 K F 54
#& e_phentsize 20h bytes, 1C.-8 250N e_phnum 5h. [X[1fi] Program header table
17T 802 20h*5h=A0h bytes, TECHFHHITEHEI[34 h, D3 h].

® Section headertable JFifHi & e shoff 12BO70h, table Hi&F—25 10 K I FT
& e_shentsize 28h bytes, KK HCN e_shnum 8h. [Al1fi Section header
table )71 #2& 28h*8h=140h bytes, £ {4175 FE [12B070 h, 12B1AF h].

® Section names string table 7E section header table {2 5] J& e shstrndx 7,
At /21t section header table T 8 2%id /&% T Section names string

table [RJ#HC5 B . Section names string table £ 5 sectioin 14 F.
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2 program header table
table k2510 K IR 4544 -

Jart/runtime/elf.h EIf32_Phdr  20h bytes

1551// Program header for ELF32.

1552struct EI1£32 Phdr {

1553 E1f32 Word p type; // Type of segment

1554 E1f32_0ff p_offset; // File offset where segment is located, in bytes
1555 E1f32 Addr p _vaddr; // Virtual address of beginning of segment

1556 E1f32 Addr p paddr; // Physical address of beginning of segment (0S—
specific)

1557 E1f32 Word p filesz; // Num. of bytes in file image of segment (may be
7ero)

1558 E1f32 Word p _memsz; // Num. of bytes in mem image of segment (may be
7ero)

1559 E1£32 Word p flags; // Segment flags

1560 E1f32 Word p_align; // Segment alignment constraint

1561} ;
® p_type KRB
® p_offset FI/RIZBARXS T3 A THUA 1) WA
® p_vaddr KR IZEAENAF R E bl (RIS D
® p_paddr: FEYEEHUHE EN A KREI RS, T BOR NZ B BE s bk 1T 7 B

(1, X T RIHAT SCEEFI L 1) object 1 5 /& AR TR 8 WA 16

p_filesz FIRAE A BHZ iz B 1) 7 15 5 (RT RE 2 0)

p_memsz FINFE N AU Pz B = 8 (AT RERZ 0)

p_flags: IZBUIIAIKARE

p_align: AJEAIEREBRLIIE &1EH] p_vaddr « p_offset {H, BT K/
HIBE . 1Z 7 Ba ) T 2B AE AR SO R HESE . 0 A0 1 FORANT 2 S
BN, p_align BAUNIER 2 KI5

2.1 p_type BUAE

1579 PT_DYNAMIC
1580 PI_INTERP
1581 PI _NOTE
15682 PT _SHLIB

1575// Segment types

1576enum {
1577 PT NULL =0, // Unused segment
1578 PT LOAD =1, // Loadable segment.

// Dynamic linking information

// Interpreter pathname

// Auxiliary information

// Reserved.

I
O B~ W NN = O
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1583
1584
1585
type.
1586
type.
1587
type.
1588
type.
1589
1590
1591
1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609} ;

PT PHDR =6, // The program header table itself

PT TLS =7, // The thread-local storage template.

PT LOOS = 0x60000000, // Lowest operating system—specific pt entry
PT HIOS = Ox6fffffff, // Highest operating system—specific pt entry
PT LOPROC = 0x70000000, // Lowest processor—specific program hdr entry
PT HIPROC = OxTfffffff, // Highest processor-specific program hdr entry
// x86-64 program header types

// These all contain stack unwind tables
PT GNU EH FRAME = 0x6474e550,
PT SUNW_EH FRAME = 0x6474e550,
PT SUMW_UNFIND = 0x6464e550,

PT GNU STACK = 0x6474e551, // Indicates stack executability.
PT GNU RELRO 0x6474e552, // Read-only after relocation.

// ARM program header types.

PT ARM ARCHEXT = 0x70000000, // Platform architecture compatibility info
// These all contain stack unwind tables

PT ARM_EXIDX = 0x70000001,

PT _ARM_UNWIND 0x70000001,

// MIPS program header types

PT MIPS REGINFO 0x70000000, // Register usage information
PT MIPS RTPROC 0x70000001, // Runtime procedure table

PT MIPS OPTIONS = 0x70000002 // Options segment.

2.2 p_flags L&

1611// Segment flag bits

1612enum : unsigned {

1613
1614
1615
1616
1617
1618} ;

PF X =1, // Execute

PF_W = 2, // Write

PF R = 4, // Read

PF MASKOS = 0x0ff00000, // Bits for operating system—specific semantics.

PF_MASKPROC = 0xf0000000 // Bits for processor—specific semantics.
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2.3 XA program header table 737
M BT 53T AT CARIE, % table FFaAHbIESE 34h, TN AOh bytes, J&
HSANILE, AW (BHhETEHE [p_offset, p_offset+p_filesz-1])

TB iz Hhk S
p_type (4b) 00000006 34

p_offset (4b) 00000034 38

p_vaddr (4b) 00000034 3C

p_paddr (4b) | 00000034 40 (34.53]
p_filesz (4b) 000000A0 44

p_memsz (4b) | 000000A0 48

p_flags (4b) 00000004 (A i) 4cC

p_align (4b) 00000004 50

ZITER TR A B ik ya [34, D3]

M p_type FI 51, ZE—ICEAR B Z program header table,

T {iE) ik SIEA
p_type (4b) 00000001 (Loadable segment) 54

p_offset (4b) 00000000 58

p_vaddr (4b) 00000000 5C

p_paddr (4b) | 00000000 50 (54 73]
p_filesz (4b) 000B5000 64

p_memsz (4b) | 000B5000 68

p_flags (4b) 00000004 (A i) 6C

p_align (4b) 00001000 70

ZITER TR A B bk va [0, B4FFF]

T {iE] Hihk J[eA
p_type (4b) 00000001 (Loadable segment) | 74

p_offset (4b) 000B5000 78

p_vaddr (4b) | 000B5000 7C [74,93]
p_paddr (4b) 000B5000 80

p_filesz (4b) 00075FE8 84




p_memsz (4b) | 00075FE8 88
p_flags (4b) 00000005 (A 52 1] $44T) 8C
p_align (4b) 00001000 90

ZICER P A 1 B ik v

[B5000, 12AFE7]

TB fi T
p_type (4b) 00000001 (Loadable segment) 94

p_offset (4b) 0012B000 98

p_vaddr (4b) 0012B000 9C

p_paddr (4b) | 0012B000 AO (94.83]
p_filesz (4b) 00000038 A4

p_memsz (4b) | 00000038 A8

p_flags (4b) 00000006( 7] £ A] &) AC

p_align (4b) 00001000 BO

ZICER PR [ I B ke

[12B000, 12B037]

FEB {1 Huik 9 [l
p_type (4b) 00000002 (Dynamic segment) B4
p_offset (4b) 0012B000 B8
p_vaddr (4b) 0012B000 BC

ddr (4b 0012B000 Co
p_paddr (4b) [B4,D3]
p_filesz (4b) | 00000038 c4
p_memsz (4b) | 00000038 C8
p_flags (4b) 00000006(R] 32 H] ) cC
p_align (4b) 00001000 DO

ZIGE FT AR 1) 1 B sk ye [12B000, 12B037]

3 section header table
table FHEES5IC S I EHE 4544 -

/art/runtime/elf.h EIf32_Shdr  28h bytes

1203// Section header
1204struct EI1£32 Shdr {

1205 E1£f32 Word sh_name; // Section name (index into string table)
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1206 E1f32 Word sh_type; // Section type (SHT *)

1207 E1£32 _Word sh_flags; // Section flags (SHF )

1208 E1f32_Addr sh_addr; // Address where section is to be loaded

1209 E1f32_0ff sh offset; // File offset of section data, in bytes

1210 E1£32 Word sh size; // Size of section, in bytes

1211 E1£32 Word sh link; // Section type-specific header table index link
1212 E1£32 Word sh_info; // Section type-specific extra information

1213 E1f32_Word sh_addralign; // Section address alignment
1214 E1f32 Word sh_entsize; // Size of records contained within the section
1215} ;

sh_name: %T-EK/R Section M4, & string table & 5], 1#il string
table $& | HAR K] 777 £

sh_type: Section HJ2RMY,

sh_flags: section SCHEAL bR, HREIAZ AN @M.

sh_addr: fi4Ni% section ¥ tHIMAERERR N BRI B, ZFBRERZ
section FENEHIAI B . B, ZF-BON 0.

sh_offset: 1% section 7£ 3+ WL . SHT_NOBITS 2RI section £ 3Cf4H
AN A, B sh_offset & AL ST IR B HOAL L

sh_size: IR section =17 K/)h. AN SHT_NOBITS [ section ] sh_size A
geNFE 0 RN, ERA GXHZH .

sh_link: ZHURIRAFE T —A> section LB R TIERE, ERMREIKEEZ
section M)A,

sh_info: ZAMEE, ERIMPRMEEIZ section HYZRAY.

sh_addralign: —1¥ sections A Huli XJ 552031 il 4n, fBan—A> section {#77
ERWF, RIS E A section ZTHXFERXFF. FTLL sh_addr BI{ELA
sh_addralign FR{EFERE, M4 —EN 0. IR, U 0 FIIER 2 (k752 fo
Y. {H 0 fl 1 EIRFE 1% section A X FFER .

sh_entsize: —2& sections fRA7-E — K & RK/DANDE, MEFTEK. T
XEE—A section K, ZFBRAEH TN RN WHRIZ section
WA RAEE K EE RN EEE, 28RN 0.

3.1 sh_type BUHA

1245// Section types
1246enum : unsigned {



http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1206
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_type&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1207
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_flags&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1208
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Addr
http://androidxref.com/5.1.1_r6/s?refs=sh_addr&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1209
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Off
http://androidxref.com/5.1.1_r6/s?refs=sh_offset&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1210
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_size&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1211
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_link&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1212
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_info&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1213
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_addralign&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1214
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=sh_entsize&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1215
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1245
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1246

1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276
1277
1278
1279
1280
1281

SHT NULL =0, // No associated section (inactive entry)

SHT PROGBITS =1, // Program—defined contents

SHT SYMTAB =2, // Symbol table

SHT STRTAB =3, // String table

SHT RELA =4, // Relocation entries; explicit addends

SHT HASH =5, // Symbol hash table

SHT DYNAMIC =6, // Information for dynamic linking

SHT NOTE =7, // Information about the file

SHT NOBITS =8, // Data occupies no space in the file

SHT REL =9, // Relocation entries; no explicit addends.
SHT SHLIB = 10, // Reserved

SHT DYNSYM = 11, // Symbol table

SHT INIT ARRAY = 14, // Pointers to initialization functions

SHT FINI_ARRAY = 15, // Pointers to termination functions

SHT PREINIT ARRAY = 16, // Pointers to pre—init functions

SHT GROUP = 17, // Section group

SHT SYMTAB SHNDX = 18, // Indices for SHN XINDEX entries

SHT _L00S = 0x60000000, // Lowest operating system—specific type
SHT GNU_ATTRIBUTES= Ox6ffffff5, // Object attributes.

SHT _GNU_HASH = Ox6ffffff6, // GNU-style hash table

SHT GNU verdef = Ox6ffffffd, // GNU version definitions

SHT GNU verneed = 0x6ffffffe, // GNU version references

SHT GNU_versym = Ox6fffffff, // GNU symbol versions table

SHT HIOS = Ox6fffffff, // Highest operating system—specific type
SHT LOPROC = 0x70000000, // Lowest processor arch—specific type

// Fixme: All this is duplicated in MCSectionELF. Why??
// Exception Index table

SHT ARM_EXIDX = 0x70000001U,
// BPABI DLL dynamic linking pre—emption map
SHT ARM_PREEMPTMAP = 0x70000002U,

// Object file compatibility attributes

SHT ARM_ATTRIBUTES 0x70000003U,

SHT ARM_DEBUGOVERLAY = 0x70000004U,

SHT ARM_OVERLAYSECTION 0x70000005U,

SHT HEX_ ORDERED 0x70000000, // Link editor is to sort the

entries in

1282
1283
1284
1285
1286
1287
1288
1289

// this section based on their sizes

SHT X86 64 UNWIND 0x70000001, // Unwind information

SHT_MIPS_REGINFO
SHT_MIPS_OPTIONS

0x70000006, // Register usage information
0x7000000d, // General options

SHT_HIPROC
SHT_LOUSER

OX7TLffffff, // Highest processor arch-specific type

0x80000000, // Lowest type reserved for applications
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1290 SHT HIUSER = Oxffffffff // Highest type reserved for applications.
1291} ;

® SHT_NULL: iZ{H3R/~1% section kA& LA, ‘B A FHK I section, 1% section
Fi At % 5 R T 2 AR T LI

® SHT_PROGBITS: % section CRAFHAETE X T —2(F 5, &R MR L
R TREF A,

® SHT_SYMTAB and SHT_DYNSYM: % section fRAF% — M5 # (symbol table ).

® SHT_STRTAB: 1% section fR{FH —NFEIFHE K. —A object AP UAEHZ
MNFRFHER ) section.

® SHT_RELA: % section fRA7E B A MBIMEME BN L. A object SLIF
32 {1 EIf32_Rela 28, —> object X /7] B8H 2 > & £ 1) sections.

® SHT _HASH: ZHR S IRAFE — M T I A (hash) XK. T IS 5308 &N
object —EME T — M5 A E (hash table). AT, — object X1
I RERA MG E,

® SHT_DYNAMIC: 1% section PRAFESNAIEREIGEE . HAT, —> object X
AT RE R — B3I section.

® SHT_NOTE: iZ section {Rf73E HAth i) — bR ECHFIE R

® SHT_NOBITS: i8] section 7& A H AN (5 23 18], {H /& 548l SHT_PROGBITS.
R % section NELEFT7, sh_offset A TS E IR &,

® SHT_REL i% section {RAFE A WHINE EEA A . R object SLAF
32 257 EIf32_Rel 258, —> object A4 A BEH 22 H € LI sections.

® SHT_SHLIB: 1% section XA LR B HIE R A T8I . B XN R section [
FEFF AT S ABI H .

® SHT_LOPROC through SHT_HIPROC: 7EIX Jia Fil 2 0] A A4 g Ab B 28 15 B AR B
i

® SHT_LOUSER: %485 A8 R 7 1R B 02 51 Y B i e /NI 52

® SHT_HIUSER: %742 & AN R 70/ B 1 & 51 Vel 1 e K14 5« £ SHT_LOUSER
F HIUSER ] section S AU AT REA N AR 76/, X RIS AT BC#E R R G0E X
(1) section ZEAL AT JE K
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3.2 sh_flag BUH

1293// Section flags
1294enum : unsigned {

1295
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1333

// Section data should be writable during execution.
SHF WRITE = 0Oxl1,

// Section occupies memory during program execution.
SHE ALLOC = 0x2,

// Section contains executable machine instructions
SHEF EXECINSTR = 0x4,

// The data in this section may be merged.
SHF MERGE = 0x10,

// The data in this section is null-terminated strings.
SHE STRINGS = 0x20,

// A field in this section holds a section header table index.
SHF INFO LINK = 0x40U,

// Adds special ordering requirements for link editors
SHF LINK ORDER = 0x80U,

// This section requires special 0S—specific processing to avoid incorrect
// behavior.

SHF_OS_NONCONFORMING = 0x100U,

// This section is a member of a section group
SHF _GROUP = 0x200U,

// This section holds Thread-Local Storage
SHF TLS = 0x4000,

// This section is excluded from the final executable or shared library.
SHF EXCLUDE = 0x80000000U,

// Start of target—specific flags

/// XCORE_SHF CP SECTION — All sections with the ”“c¢” flag are grouped
/// together by the linker to form the constant pool and the cp register

/// set to the start of the constant pool by the boot code
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XCORE_SHF CP_SECTION = 0x800U,

/// XCORE SHF DP SECTION — All sections with the ”“d” flag are grouped

/// together by the linker to form the data section and the dp register is
/// set to the start of the section by the boot code

XCORE_SHF DP SECTION = 0x1000U,

SHF_MASKOS = 0x0ff00000,

// Bits indicating processor—specific flags
SHF MASKPROC = 0xf0000000,

// If an object file section does not have this flag set, then it may not

// more than 2GB and can be freely referred to in objects using smaller

// models. Otherwise, only objects using larger code models can refer to

// For example, a medium code model object can refer to data in a section

// sets this flag besides being able to refer to data in a section that

// not set it; likewise, a small code model object can refer only to code

// section that does not set this flag.
SHF X86_ 64 LARGE = 0x10000000,

// All sections with the GPREL flag are grouped into a global data area
// for faster accesses
SHF HEX GPREL = 0x10000000,

// Section contains text/data which may be replicated in other sections
// Linker must retain only one copy
SHE MIPS NODUPES = 0x01000000,

// Linker must generate implicit hidden weak names
SHE MIPS NAMES = 0x02000000,

// Section data local to process
SHF MIPS LOCAL = 0x04000000,

// Do not strip this section.
SHE MIPS NOSTRIP = 0x08000000,
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1372 // Section must be part of global data area.
1373 SHF_MIPS_GPREL = 0x10000000,

1374

1375 // This section should be merged.

1376 SHF_MIPS MERGE = 0x20000000,

1377

1378 // Address size to be inferred from section entry size
1379 SHF MIPS ADDR = 0x40000000,

1380

1381 // Section data is string data by default.
1382 SHF MIPS STRING = 0x80000000
1383} ;

3.3 XA section header table 73T

M EIf Header 34T 0] LA%IIE, 1% table fFF4AHIALE 12B070h, table F4F
— 20T BSE 28h bytes, section header 2L H & 8h, Section header table
)T 402 28h*8h=140h bytes, 7E 3/ HJEHI[12B070 h, 12B1AF h]. Section
names string table 7E section header table F A& 5| & 7. 8 4 section header 437

R, (section fHLHEYE Fl[sh_offset, sh_offset+sh_size-1])

3.3.1 B &) section header

FE (] Huhik i
sh_name (4b) 00000000 (NULL) 12B070
sh_type(4b) 00000000->SHT_NULL->TC%% | 12B074
sh_flags (4b) 00000000 12B078
sh_addr (4b) 00000000 12B07C
12B
0 sh_offset(4b) 00000000 128080 | 128070,
12B097]
sh_size (4b) 00000000 12B084
sh_link (4b) 00000000 12B088
sh_info (4b) 00000000 12B08C
sh_addralign(4b) | 00000000 12B090
sh_entsize(4b) 00000000 12B094
ZIUE T dE [ ) section [R)HiEYE

i T1% section header [] sh_type /& O(SHT_NULL), KR, %A E Lo
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3.3.2 55— section header

FE (] Hodi: J0 [l
sh_name (4b) 00000001 (.dynsym) 12B098

0000000B
sh_type(4b) (SHT _DYNSYM : symbol | 12B09C

table)
sh_flags (4b) 00000002 (SHF ALLOC) | 12BOAO
sh_addr (4b) | 000000D4 12B0A4 | (15p098

1 ’
sh_offset(4b) 000000D4 12B0OA8 | 12BOBF]
sh_size (4b) 00000040 12BOAC
sh_link (4b) 00000002 12B0OBO
sh_info (4b) 00000000 12B0B4
sh_addralign(4b) | 00000004 12B0OB8
sh_entsize(4b) 00000010 12BOBC
| ZICER TG 1A ) section H MG FE [D4, 113]

3.3.2.1 sysmbol table

symbol table fF53: — object AT 5 RIRATF T — NMEFFAEE L AE
SENL T B RS G R . — NMFSRRSIRMB Fhr. 0 RIS T
ZRNE DA,

sysmbol table H] entry Z5FJ U1 T -

/art/runtime/elf.h  EIf32_Sym  10h bytes

1392// Symbol table entries for ELF32

1393struct EI1£32 Sym {

1394 E1£32_Word st_name; // Symbol name (index into string table)

1395 E1f32_Addr st_value; // Value or address associated with the symbol
1396 E1f32 Word st_size; // Size of the symbol

1397 unsigned char st_info; // Symbol’ s type and binding attributes

1398 wunsigned char st other; // Must be zero; reserved

1399 E1f32 Half st_shndx; // Which section (header table index) it’s defined
in

1401 // These accessors and mutators correspond to the ELF32 ST BIND,

1402 // ELF32 ST TYPE, and ELF32 ST INFO macros defined in the ELF
specification:

1403 unsigned char getBinding() const { return st info >> 4; }

1404 unsigned char getType() const { return st info & 0x0f; }

1405 void setBinding (unsigned char b) { setBindingAndType(b, getType()); }

1406 void setType (unsigned char t) { setBindingAndType (getBinding(), t); }
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1407 void setBindingAndType (unsigned char b, unsigned char t) {
1408  st_info = (b << 4) + (t & 0x0f);

1409 '}

1410} ;

® st_name: 1%TBURIE T 1% object ST S1E string table I ZR G WHR
ZEAN 0, MERRETHHFTS 4 string table &5l B, #5557k
EP

® st_value: ZN AL TAHMNMFT S . &R g 400 B HE S (T
ER3O;

® st_size: FFTHIA/N. Hoan, —ANEEENT R RN IZN R T AL )AL
Ho WAz A5 RN AREN B A RN NEE AR Y 0 .

® st info: FUTRH RS BUSEBUARE R JE 1k

® st other: ZHATA 0, WHE L.

® st_shndx: B—MFFS5RMAN D E ONFHLE section FHIG; 1% FBARAT
T HHK section header WIZR 5. HIMLFI13E]iZ symbol Fra ] i B 1w 1%

=section_header_table[EIf32_Sym. st_shndx]. sh_offset+ EIf32_Sym. st value-

section_header_table[EIf32_Sym. st_shndx]. sh_addr

3.3.2.2 XA sysmbol table 7341

1% section header flTf& M) section SN sysmbol table, section FJJF4GHIEN
sh_offset D4h, 774 N sh_size 40h bytes, ity “A[D4 h, 113 h], HHF sysmbol
table t)—2% entry ) E 8N 10h bytes( 7/ LL M section header [ sh_entsize 75
H, AL E M EIf32_Sym Z5H11KHT 7 7140757 H1), FTLAiZ table 4 %% entry,
A3 FIH0R (string table /255 ™ section header ik [ section, LA st_name NZ&E

SI1E string table A FRXF M) sysmbol 4 F):
= FB {1 bk 7 ]
st_name (4b) | 00 00 00 00(0->TCXXHIRFE) | D4

st_value(4b) 00 00 00 00 D8
0 st_size(4b) 00 00 00 00 DC [D4, E3]
st_info (1b) 00 EO

st_other(1b) 00 El
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st_shndx(2b) 0000 E2
#5l TB (] Hhik S[EA
st_name (4b) 00 00 00 01(oatdata) E4
st_value(4b) 00 00 10 00 ES
st_size(4b) 00 0B 40 00 EC
1 [E4, F3]
st_info (1b) 11 FO
st_other(1b) 00 F1
st_shndx(2b) 00 04 F2

oatdata BB HEYEHE: [1000h, BAFFFh], ZFF5 5% 4 /> section header #H
%, B4 A.rodata i section ( HFH JGL20H1)

£%l TR (] Huhik S[EA
st_name (4b) 00 00 00 09(oatexec) FA
st_value(4b) 00 0B 50 00 F8
st_size(4b) 00 07 5F E8 FC
2 [F4, 103]
st_info (1b) 11 100
st_other(1b) 00 101
st_shndx(2b) 00 05 102

oatexec B{HIHBIEVE: [B5000h, 12AFE7h], ZfF 55

FHIE, B4 A .text 1Y section (H&EJGEDHT)

Paxand

5 7 section header

I fir R
st_name (4b) 00 00 00 11(oatlastword) 104
st_value(4b) 00 12 AFE4 108
st_size(4b) 00 00 00 04 10C [104,
’ st_info (1b) 11 110 113]
st_other(1b) 00 111
st_shndx(2b) 0005 112

oatlastword #7558 [H] H & oatexec B /G —1~F, KM oatexec B fa—



A A R =12AFE4+4-1=12AFE7, FI_EHIERIFE—NGE R,

3.3.3 # " section header

T (] itk Y0
sh_name (4b) 00000009(.dynstr) 12B0CO

00000003 (SHT_STRTAB: stri
sh_type(4b) (SHT_ SHring 12B0C4

table)
sh_flags (4b) 00000002(SHF_ALLOC) 12B0CS8
sh_addr (4b) 00000114 12B0OCC

5 [12B0CO,

Sh_OﬁS€u4b) 00000114 12B0ODO 1ZBOE7]
sh_size (4b) 0000004E 12B0D4
sh_link (4b) 00000000 12B0ODS8
sh_info (4b) 00000000 12BODC
sh_addralign(4b) | 00000001 12BOEO
sh_entsize(4b) 00000001 12BOE4
ZICE TR A 1Y) section ML [114, 161]

3.3.3.1 string table

string table section fR/7% LA NULL N IEFF IR, object SO i ix st
TR R AT S section 4. HEE AT, IR 0, #U0E XIRIFE D
NULL “F7F. B3 0 KRR IR 4 7B U2 NULL, BRI EE 1T 3.
—NZ2H] string table section & R, ‘B section header KB sh_size ¥ A
0, X7 string table K i, 4 0 WRGIZEAHMN . ERRIIPERFRHER
B FIFE string table TR

% section header f5 [ [¥] string table section 4:

UlUUR: 11 UU WD UU Ll UU LU UU RS AF LS UL US UL WU UU || caaaeaas B veeaas
PERE AR VRV 00 6F 61 T4 864 6l T4 61 00 6F 61 73 iuuruses . ocatdata.oat
0120h: exec.ocatlastwor
0130h: .dataf@applcom. c
0140h: I .xdefdemo-1E&bas
0150h: e.apk@clas=ses.de
0160h:| pEspmely 00 00 02 OO0 OO0 OO0 O4 OO0 OO0 OO0 O3 OO0 OO0 0O @ EM.........0.0ccun
N170k-l 0T OO0 Q0 a0 an a0 o0 00 02 an o0 oo o0 o0 an oo oL oL . ..
BT A

%3 f



http://androidxref.com/5.1.1_r6/s?defs=SHF_ALLOC&project=art

0 \00 HIl NULL
1 “oatdata\00”
9 “oatexec\00”
11 “oatlastword\00”
1D “data@app@com.cpf.xdefdemo-1@base.apk@classes.dex\00”

3.3.4 & =) section header

FE (] Hiu i
sh_name (4b) | 00000011(.hash) 12BOES
sh_type(4b) 00000005 (SHT_HASH) 12BOEC
sh_flags (4b) 00000002(SHF ALLOC) 12BOFO
sh_addr (4b) 00000164 12BOF4
3 sh_offset(4b) 00000164 12BOF8 [12BOES,
12B10F]
sh_size (4b) 00000020 12BOFC
sh_link (4b) 00000001 12B100
sh_info (4b) 00000000 12B104
sh_addralign(4b) | 00000004 12B108
sh_entsize(4b) 00000004 12B10C
1ZIGE T8 7] 1] section )ik G [164, 183]

sh_name=.hash ’~1% section header 1A [1] section & —/MEFIFR, RVFAE
AXT R TR AT AT RGO, PRV W a7 58RI, 1 elth T&H
HEIXF hash FRIJE Loooooo

3.3.5 B U™ section header

FB {1 Hodi 7 [l

sh_name (4b) | 00000017(.rodata) 128110

sh_type(4b) 00000001 (SHT_PROGBITS) | 12B114

sh_flags (4b) 00000002(SHF ALLOC) 128118 | [17p110,
) sh_addr (4b) 00001000 12B11C | 12B137]

sh_offset(4b) 00001000 12B120

sh_size (4b) 000B4000 128124



http://androidxref.com/5.1.1_r6/s?defs=SHF_ALLOC&project=art
http://androidxref.com/5.1.1_r6/s?defs=SHF_ALLOC&project=art

sh_link (4b) 00000000 12B128
sh_info (4b) 00000000 12B12C
sh_addralign(4b) | 00001000 12B130
sh_entsize(4b) 00000000 12B134

ZICE TR 7] ) section [ LTS

[1000, BAFFF]

sh_name=.rodata 77~i% section header & f] section fRf7%E H s, nf
PABZH, (HANRRIEDL . than, WIdath 1 4 RFASR R AR HE AL E, printf 15
A TR S 74 B R AF1E 1% section. 7 Android oat SCfFH, % section
17% oat IAHIAEE . dex SUPE. dex SC1FJ5H 5 native code RIS 9% 5 .

3.3.6 # 11> section header

FE (] itk 0]
sh_name (4b) 0000001F(.text) 12B138
sh_type(4b) 00000001 (SHT_PROGBITS) 12B13C

00000006  (SHF ALLOC+
sh_flags (4b) (SHE. 12B140

SHF EXECINSTR)
sh_addr (4b) 000B5000 12B144

: [12B138,

sh_offset(4b) | 000B5000 12B148 | 17p15f]
sh_size (4b) 00075FES 12B14C
sh_link (4b) 00000000 12B150
sh_info (4b) 00000000 12B154
sh_addralign(4b) | 00001000 12B158
sh_entsize(4b) 00000000 12B15C

1Z G TR A Y section Ff bk YE [

[B5000,12AFE7]

sh_name=.text /~1% section header iR 1] section £rf7 C9wIFFRE T HIHL
g, WA TR 2T (dex SCHFH R J7 VAT R native code)

3.3.7 & /5 section header

FE A G

sh_name (4b) | 00000025(.dynamic) 12B160

sh_type(4b) 00000006(SHT_DYNAMIC) 128164 | (12160,
° sh_flags (4b) 00000002(SHF_ALLOC) 128168 | 12B187]

sh_addr (4b) 00128000 12B16C



http://androidxref.com/5.1.1_r6/s?defs=SHF_ALLOC&project=art
http://androidxref.com/5.1.1_r6/s?defs=SHF_EXECINSTR&project=art
http://androidxref.com/5.1.1_r6/s?defs=SHF_ALLOC&project=art

sh_offset(4b) 0012B000 12B170
sh_size (4b) 00000038 12B174
sh_link (4b) 00000001 12B178
sh_info (4b) 00000000 12B17C
sh_addralign(4b) | 00001000 12B180
sh_entsize(4b) 00000008 12B184
ZICE PRI section ft ki Vi [H] [12B000,12B037]

sh_name=.dynamic 3X/~X1% section header fiiA[¥] section Trf7 4 A FEHAS
S|

/Ly o

3.3.7.1 dynamic table

dynamic table 2K THEFHEHEGEE, B—2% entry 1K/ 2 sh_entsize 8
bytes, HZEMUITF:
/art/runtime/elf.h EIf32_Dyn 8h bytes

1620// Dynamic table entry for ELF32.

1621struct EIf32 Dyn

1622 {

1623 E1f32_Sword d_tag; // Type of dynamic table entry.
1624 union

1625 {

1626 E1£32_Word d_val; // Integer value of entry.

1627 E1f32_Addr d_ptr; // Pointer value of entry.

1628 } d_un;

1629} :

BARLE SR RAN T 7, AR G £E f /& oatdata Bt(.rodata)fll oatexec

B (.text)o

3.3.8 &> section header

T (=l Hiuhik 9 [l
sh_name (4b) 0000002E(.shstrtab) 12B188
00000003 (SHT_STRTAB:string

12B1AF
sh_flags (4b) 00000000 12B190 ]

sh_addr (4b) 00000000 128194



http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1620
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1621
http://androidxref.com/5.1.1_r6/s?refs=Elf32_Dyn&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1622
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1623
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Sword
http://androidxref.com/5.1.1_r6/s?refs=d_tag&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1624
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1625
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1626
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Word
http://androidxref.com/5.1.1_r6/s?refs=d_val&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1627
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#Elf32_Addr
http://androidxref.com/5.1.1_r6/s?refs=d_ptr&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1628
http://androidxref.com/5.1.1_r6/s?refs=d_un&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/elf.h#1629

sh_offset(4b) 0012B038 12B198

sh_size (4b) 00000038 12B19C

sh_link (4b) 00000000 12B1A0

sh_info (4b) 00000000 12B1A4

sh_addralign(4b) | 00000001 12B1A8

sh_entsize(4b) 00000001 12B1AC
ZICE TR 1A ) section ML TE [ [12B038, 12BO6F]

sh_name=.shstrtab 77~1Z% section header &[] ff] section £l 7 | section 44
HIFFFep . WaEd B8 EIf header, AII, %5 8 MosE/E* T Section

names string table fAH<{E S, sh_type ¥ BH1Z section header &[H] 1] section J&

—|™ string table, 1% section header $i M) section H[1JF4F & & section header
(1145, A section header JHIL 2 51 KB N 775, EREIIKERFZRF

B £ FE string table F IR EE .

% section header fi5 A string table section 4:

12:B020h: OR 00 00 00 4E 00 00 00 OE 00 00 00 1D 00 00 00  vuwuMeuveueeunnn.
12:B030R: 00 00 00 00 00 00 00 0O H ........ B
12:B040h: &E . .dynstr..
SRSl 2 6F 64 61 74 61 00 2E 74 &5 78 74 00 2E 64 7ofiMrodata..text..dy
12:B060h: (3 63 3
17:RN70R: 00 OO0 00 OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 00 | weuwsnsnsnsnsnnns
BT RN A
=9 (I
0 \00 Eff NULL
1 ” dynsym\00“ (8 M)
9 “.dynstr\00” (8 NF719)
11 “hash\00”
17 “rodata\00”
1F “text\00”
25 “.dynamic\00”
2E “shstrtab\00”
4 Qatdata B

oatdata BR U2 T —7 OatHeader. dex /MRS B,

dex JEIRSCAF K



H 775 5 RIPEN native code XN K &R . 1T, oatdata B HIfEHT 2 oat SCAFIN
WP R BT, @il oatdata Bt(.rodata section) (5 /S, AT LAF BT
125 B ) native code. native code fi/ T oatexec B (.text section).

Hi sysmbol table A LA%1i&, Oatdata BHbhil7i [ /& [1000h, BAFFFh].
4.1 OatHeader

art/runtime/oat.h

30class PACKED (4) OatHeader {

109 private:

110 ......

119 uint8 t magic_[4];

120 uint8 t version [4];

121 uint32 t adler32_checksum_;

122

123 InstructionSet instruction set ;

124 InstructionSetFeatures instruction_set features_;
125 uint32 t dex file count_;

126 uint32 t executable offset_;

127 uint32_ t interpreter to_interpreter bridge offset_;
128 uint32 t interpreter to_compiled _code_bridge offset_;
129 uint32 t jni dlsym_lookup offset_;

130 uint32 t portable imt conflict_trampoline offset_;
131 uint32 t portable resolution_trampoline offset_;
132 uint32 t portable to_interpreter bridge offset_;
133 uint32 t quick_generic_jni_ trampoline offset_;

134 uint32 t quick_imt conflict_trampoline offset_;

135 uint32 t quick_resolution_trampoline offset_;

136 uint32 t quick_to_interpreter bridge offset_;

137

138 // The amount that the image this oat is associated with has been patched
139 int32_t image patch delta_;

140

141 uint32_t image file location_oat_checksum ;

142 uint32_t image file location_oat_data begin_;

143

144 uint32_t key value_store size ;

145 uint8 t key value _store [0]; // note variable width data at end
146

147 DISALLOW_COPY AND ASSIGN (OatHeader) ;

148} ;

OatHeader 2l b & LA
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#121
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=adler32_checksum_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#122
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#123
http://androidxref.com/5.1.1_r6/s?defs=InstructionSet&project=art
http://androidxref.com/5.1.1_r6/s?refs=instruction_set_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#124
http://androidxref.com/5.1.1_r6/s?defs=InstructionSetFeatures&project=art
http://androidxref.com/5.1.1_r6/s?refs=instruction_set_features_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#125
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=dex_file_count_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#126
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=executable_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#127
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=interpreter_to_interpreter_bridge_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#128
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=interpreter_to_compiled_code_bridge_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#129
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=jni_dlsym_lookup_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#130
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#132
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#133
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#135
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=quick_resolution_trampoline_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#136
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#137
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#138
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#139
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http://androidxref.com/5.1.1_r6/s?refs=image_file_location_oat_data_begin_&project=art
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http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#144
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
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uint8 t magic [4]: FEHL, N “oat\n” ;

uint8 t version [4]:0AT XXAFiRAS;

uint32 t adler32 checksum : OAT SkHFAZEGAN,

InstructionSet instruction_set ; AHWHIIES 4, TRIBLSHISEHA,
InstructionSet fE/art/runtime/instruction_set.h W& X, & —PHEERM,

A 8 MHUE,

29enum InstructionSet f{
30 kNone,

31  kArm,

32 kArmb64,

33  kThumb2,

34 kX86,

35 kX86 64,

36 kMips,

37 kMips64

38} ;

InstructionSetFeatures instruction_set features : This is a bitmask of
supported features per architecture. /i, HRFRE M ZEHIRFM: .

InstructionSetFeatures fE/art/runtime/instruction_set.h 5 X, & 32b,
W fros

185// This is a bitmask of supported features per architecture
186class PACKED (4) InstructionSetFeatures {

187 eev +ee

225 private:

226 uint32_t mask_; //#EH5

2217} ;

uint32 t dex file count : OAT AL dex A%
uint32 t executable_ offset_: oatexec BXH IR E 5 oatdata BIHF AN B K
i, (BP: oatexec BXJTHA1 B +executable offset =oatexec B T4/ H)

uint32 t interpreter to_interpreter bridge offset. A1 uint32 t
interpreter to compiled code bridge offset : ART i&4TH{E S BhHI %,
A LB -Xint IR E T R TR RSAT B, X 5L G R H]
R AR R IATRINVEZEAZ RN, A L8 T7 VLT RE VA Bl P A HI L4 45 2
X I SR EATTHEAT AR IAT o IR R SRR AT O 2R VAR AT B AR

R BE 2 U B 55 A R AR RERAT B SR 5 3%, thn] B8 T 1 53 Ah— AL
SR PATIHIFRITVET . OAT SCAFAE N FIRHEA PIEL trampoline fXHY, 2375
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K A 25 IR 7 41— 1 th 2 08 I AR B8 SR BRAT (19287 A A A e 25 D & 41
—AMEIREAHIHL AR IAT B2k KPR trampol ine PO 0 (R FS 1L L st (A7 15
B

interpreter to compiled code bridge offset .

BB interpreter to interpreter bridge offset Al

i

uint32 t jni_dlsym lookup offset : ZRIFVEEPATHIERES, WREFHH
Ah—ATiEE > INT B3 B4 B8 A AR TCE jni_dlsym_lookup_offset
H)—EX trampoline ACAERHH o

uint32_t portable_imt_conflict_trampoline_offset_: _

uint32_t portable resolution_trampoline offset_:

FHSRAE 2 AT I At 38 R BE R 10 U7 i M BL trampoline ARG . Hor,
portable resolution trampoline offset & [ ff] trampoline X % A T
Portable & M {J Backend £ Rt W A M1 ML = 1B S, MW
quick_resolution_trampoline_offset_FiT Quick Z5AIH) Backend A= i fr) At
DR R

uint32 t portable to_interpreter bridge offset :

5 interpreter_to_interpreter bridge offset H

interpreter to compiled code bridge offset FIVEFIWIIFFH 2, FHRAEFEIE

AL AR & T (277 b R REAAAT 1 T i B trampol ine 1R
H.h,portable to interpreter bridge offset H T Portable 2% Backend

R AR HIAL 28484, 1M quick to interpreter bridge offset FHT Quick 2%

AU Backend A2 A A HIAL #4642 -

uint32 t quick generic_jni trampoline offset : _
uint32 t quick imt conflict trampoline offset : _
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uint32 t quick_resolution_ trampoline offset
uint32 t quick to interpreter bridge offset ;

int32 t image patch delta : _ (1% OAT ST IRHKH) Tmage #f
patch FI%E)

uint32 t image file location oat checksum : FR6I% Image Z5[E] 1) OAT 3L
A G 6 AT

uint32 t image file location oat data begin : FKAEE Image Z[A] ] OAT
A oatdata BAEWNAF AL E

uint32 t key value_store size : _(ﬁﬁﬂ%ﬁﬂﬁ Image Z5[8] {3

GRS ZE D PNAN)

4.2 X Arh oatHeader 73 #T

FE (] Hohk
uint8_t magic_[4] 6F61740A(E”0a | 1000

t\n”) A H ¥ =+

L2 PN
uint8_t version [4] 30343500( Bl ”0 | 1004

45") A H ¥ 7

L2 PN
uint32_t adler32_checksum_ 93AECF45 1008
InstructionSet instruction_set_ 00000003 100C
InstructionSetFeatures instruction _set features_ 00000001 1010
uint32_t dex file _count_ 00000001 1014
uint32_t executable offset 000B4000 1018
uint32_t interpreter_to_interpreter_bridge offset_ 00000000 101C
uint32_t interpreter_to _compiled code_bridge offset | 00000000 1020
uint32_t jni_dIlsym lookup offset 00000000 1024
uint32_t portable_imt_conflict_trampoline_offset 00000000 1028
uint32_t portable_resolution_trampoline_offset_ 00000000 102C
uint32_t portable_to_interpreter_bridge offset 00000000 1030
uint32_t quick _generic_jni_trampoline_offset 00000000 1034
uint32_t quick_imt_conflict_trampoline_offset 00000000 1038
uint32_t quick_resolution_trampoline_offset_ 00000000 103C
uint32_t quick _to_interpreter_bridge offset_ 00000000 1040
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int32_timage_patch_delta_ 00000000 1044
uint32_t image_file_location_oat_checksum_ 81101B01 1048
uint32_t image_file_location_oat_data_begin_ 70FEO000 104C
uint32_t key_value_store_size 00000190 1050

oatHeader JGTHI R T 1™ key_value_store_, FTi %N key value store_size , &

HARMER S dex $0 oat N IS HE S .

FB & Huhk

key value_store_ dex2oat-cmdline\x00 Fif: 1054
--zip-fd=6  --zip-location=/data/app/com.cpf.xdefdemo- | 457 : 11E3
1/base.apk  --oat-fd=7 --oat-location=/data/dalvik- | &&: 190
cache/arm/data@app@com.cpf.xdefdemo- &
1@base.apk@classes.dex --instruction-set=arm -- | key_value_
instruction-set-features=div --runtime-arg -Xms64m -- | store_size_
runtime-arg -Xmx512m --swap-fd=8 dex2oat-host\x00 HIE
Arm\x00
image-location\x00
/data/dalvik-
cache/arm/system@framework@boot.art\x00
pic\x00
false\x00
xposed-oat-version\x00
2\x00

4.3 Dex Meta Data

7t oatHeader+key_value_store_JG [ fF 25 dex MHXRIIMELE, XHEFEH

DexMetaData ¥ 7x, oatHeader ' dex file count FE & dex AFMIEH, Fimit
H dex file_count )> DexMetaData, DexMetaData [ FE 1R :

uint32_t dex_file_location_size: dex U AR T4

char* dex_file_location_data: dex {1817

uint32_t dex_file_checksum: dex SC14 AL 56 Al

uint32_t dex_file_offset: dex LAEAHXS T oatdata By HafHubk i) (W%

const uint32_t* methods_offsets_pointer : & — ¥4, T E LA
class_defs_size (dex FZEHIFH)AS, ZBAKIZES] 5 dex TR R T &
1, B2l d 0 NEXTR. methods_offsets_pointer[0]. 7G 2 IHE /& A% T
oatdata BT 4tk (A%, Lhin, dex HiE 0 NKXHRiMY OatClass 78 3L+



K dE i E=methods_offsets_pointer[0] + oatdata Ex - uathit.
H_Erl PLANIE, ¥/ Dex Meta Data H)F=Ti%(= oatHeader->dex_file_count_
*(4+dex_file_location_size+4+4+4*dex->class_defs_size_)

=oatHeader->dex_file_count_*(12+dex_file_location_size+4*dex->class_defs_size_)

4.4 A Dex Meta Data 43T

M OatHeader 7] %1, 1Z 34 RAEE— dex KA.

FE (] Hohik
uint32_t dex_file_location_size 00000025 11E4
char* dex_file_location_data /data/app/com.cpf.xdefdemo- 11E8
1/base.apk
uint32_t dex_file_checksum 6566A1EF 120
D
uint32_t dex_file_offset 00000938 1211
00098A60 1215
00098A64 1219
. 00098A98 121
const uint32_t* b
methods_offsets_pointer
00098AB4 1221
0009C344 | 1931
A class_defs_size (1C8) methods_offsets_pointer,
LR Mhk=1215+1C8*4-1=1934

ok A & dex file f i bk =oatdata K JF W fr B
+dex_file_offset=1000+938=1938. 1935,1936,1937 ALHIF A H, H T X5,
FET K 1938 FFAABLR dex.

Dex X1 (/art/runtime/dex_file.h):

FH fi HO
file_size_(4b) 00098128 1958
class_defs_size_(4b) 000001C8 1998
dex itk yu Fl [1938h, 99A5F]

H dex SCAFA& 0N, dex UM class_defs_size (4bytes)HHXT T dex FF 4kt
HE B 9w £2 7 0x60, AT AE % SCAF 1, class_defs_size_ ) ffi 7 =dex_file i
+0x60=1998, class_defs_size 4 1C8, MIMAILLiT5 H 1% DexMetaData HIK/,
W F A file_size ABXTT dex JFAGHIAEAIWAZ & 0x20, [HIM file_size FA{WFS



=dex_file b i +0x20=1938h+20h=1958h , 5 H dex C 14 Ay Hb &k V& FHl N
[1938h,1938h+file_size_-1]=[1938h, 99A5Fh].

methods_offsets_pointer[0]+oatdata EX [l /2 dex 58 0 2N M
() OatClass [} a6 bl NTEIIT467 4 OatClass.

4.5 OatClass

/art/runtime/oat_file.h OatClass

173 class OatClass {
174 ......
201 private:

209 const OatFile* oat file ;

210

211 mirror::Class::Status status_; //2bytes
212

213 OatClassType type_; //2bytes

214

215 const uint32 t* bitmap_ ;
216//771E R W FS EU A, R 1A AR navtive code

217 const OatMethodOffsets* methods_pointer_;
218

219 friend class OatDexFile;

220 };

55 oatClass #1124

/art/runtime/mirror/class.h mirror::Class::Status 2 bytes

138 enum Status |

139 kStatusRetired = -2,

140 kStatusError = -1,

141 kStatusNotReady = 0

142 kStatusldx = 1, // Loaded, DEX idx in super class type idx and
interfaces type idx

143 kStatuslLoaded = 2, // DEX idx values resolved

144 kStatusResolving = 3, // Just cloned from temporary class object
145 kStatusResolved = 4, // Part of linking

146 kStatusVerifying = 5, // In the process of being verified

147 kStatusRetryVerificationAtRuntime = 6, // Compile time verification

failed, retry at runtime.

148 kStatusVerifyingAtRuntime = 7, // Retrying verification at runtime.
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149 kStatusVerified = 8, // Logically part of linking:; done pre—init
150 kStatusInitializing = 9, // Class init in progress.

151 kStatusInitialized = 10, // Ready to go.

152 kStatusMax = 11,

153 };

/art/runtime/oat.h OatClassType 2bytes

150// OatMethodOffsets are currently 5x32-bits=160-bits long, so if we can
151// save even one OatMethodOffsets struct, the more complicated encoding
152// using a bitmap pays for itself since few classes will have 160

153// methods

154enum OatClassType {

155 kOatClassAllCompiled = 0, // OatClass is followed by an OatMethodOffsets
for each method

156 kOatClassSomeCompiled = 1, // A bitmap of which OatMethodOffsets are
present follows the OatClass

157 kOatClassNoneCompiled = 2, // All methods are interpretted so no
OatMethodOffsets are necessary.

158 kOatClassMax = 3,

159} ;

®  0atClassAllCompiled: iZj*tEP E@ﬁ?ﬁ%ﬁ%ﬁ%%ﬁk? native code, oatClass E%EE
E BN TEH] OatMethodOffsets.

®  [OatClassSomeCompiled: 1%ISH TN 0 T 1AM SiIF L T native code, oatClass J&
i — bitmap, #3472 OatMethodOffsets.
®  jOatClassNoneCompiled: ZIIXAWHMPE, ATiE OatMethodOffsets
BRI, AN OatClassType, J7V5E7E const OatMethodOffsets* methods pointer
B P w2 B 7 OB T A — T 3R OatmethodOffset [R5 AS SEHL:

(/art/runtime/oat_file.cc)

550const OatMethodOffsets* QatFile::0atClass: :GetOatMethodOffsets (uint32 t
method index) const {

551 // NOTE: We don’ t keep the number of methods and cannot do a bounds check
for method index.

552 if (methods pointer == nullptr) {

553 CHECK_EQ (kOatClassNoneCompiled, type )://i%A 415 native code

554 return nullptr;

555 }

556 size t methods pointer index;

557 if (bitmap == nullptr) {

558 CHECK EQ(kOatClassAllCompiled, type );

559  methods_pointer index = method index; //iZZEFiA J7%4% kM T native code
560 } else {
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561 CHECK EQ (kOatClassSomeCompiled, type );

562 if (!BitVector::IsBitSet(bitmap , method index)) {

563 return nullptr; //1Z 7 XM native code

564 )

565 size t num set bits = BitVector::NumSetBits(bitmap , method index) ;
566 methods_pointer index = num_set bits; //3RFEIAHMN[KZ5]
567 1}

568 const OatMethodOffsets& oat method offsets =

methods pointer [methods pointer index];

569 return &oat method offsets;

570)

PR EI S E method_index & J7VETE dex FHonHIZEh WA, HLinis T4
7775 method_index 5 0, %5—NJ77% method_index N 1, RKKEHE. BT
OatClass A IRAFEHFIITTIEEH, B A R A method_index i1 5t

552~555 173K 7N, U OatClass 27 & kOatClassNoneCompiled, A4 1%
W7 VR B S 0 N native code, BT LAIR [R5 54t .

557~559 17 7~, U1 OatClass HIZMY f& kOatClassAllCompiled, AP4 1%+
F B J7 ik #9m 1R T native code, & 5| A method_index ) 77745 2 X W native
code M) i #% s& methods_pointer [method_index] - E method_index 45
methods_pointer_Z{ZH 1) T A5 A X R

561~566 17378, WIE OatClass 2R 2 kOatClassSomeCompiled, 84 1%3K
WSy D7 g WL T native code. BRI, dex R TERIEH, A
OatMethodOf fsets* methods_pointer HUZLIIK/No T 72)7%A], X H Android R H]
7 bitmap Kic MR 4 4w PR T native code. bitmap R4 R FE K 5K AT DA
HAT AR, KRN TAH BRI KT, R dex TRE—PEKAFH
34 5% (dexMethods), o index 4 1, 8, 33 3k 3 NJ7kAT 5 Z X R native
code, 1R B2, methods_pointer_Z4 1 K /NN1ZN 3. A4 bitmap HH N 1Z A 64bit

(X B bitmap THAHII T REA R uint32_t), WIEE i (0<=i<64) fiis& 1, A4
2% dexMethods[il 5 2 X M. [¥) native code, [ HLIRA o HHITH IR B AT H1,
bitmap H N 1 WAL H 1,833. RA %1 tH, dexMethods]i](i=1,8,33) 7E

methods_pointer_ )& 5]=Y L bitmap[k]. £ T XM, TFIHKE 565 17K

U BitVector: :NumSetBits [JSEH: (/art/runtime/base/bit_vector.cc)

‘383uint327t BitVector: :NumSetBits (const uint32 t* storage, uint32 t end) {
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384 uint32 t word end = end >> 5; //#h/E end/32

385 uint32 t partial word bits = end & Ox1f; //#L/E end%32

386

387 wuint32_t count = Ou; //N 1 HIMIHIEH

388 for (uint32 t word = Ou; word < word_end; word++) {

389 count += POPCOUNT (storagel[word]); //4e% AT word end P79~ 1 Hf B4 H
390 }//FEAW—NFHIET partial word bits MzH Iy 1 KIALHIEH
391 if (partial word bits != Ou) {

392 count += POPCOUNT (storage [word end] & "~ (Oxffffffffu <<
partial word bits));

393 }

394 return count;

395}

/art/runtime/oat.h OatMethodOffsets 4bytes

163class PACKED (4) OatMethodOffsets f{

164 public:

165 OatMethodOffsets (uint32 t code offset = 0);

166

167 “OatMethodOffsets();

168

169 uint32 t code offset_;//native code X} oatdata B mF%
170} ;

4.5.1 343 #fr OatClass
methods_offsets_pointer[0]+oatdata Bt 4Gl 52 dex 58 0 ANXT R
[f) OatClass [P ah k. El 98A60+1000=99A60. I HfEEHTES 0 4™ class:

FH (] Huhik

status 000A(kStatuslnitialized) 99A60

OatClassType 0002(kOatClassNoneCompiled) | 99A62
bitmap_size(4b .

b:tmag_ ize(4b) 4 OatClassType A kOatClassSomeCompiled B} 4 &
OatMethodOffset(4b)

OatMethodOffset [ M4 1% 28 77 VA4 9% PF N native code H1M4K
i T OatClassType A kOatClassNoneCompiled , Mm% A bitmap #

OatMethodOffset.

FEZE - class:
B |11 B



http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#384
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=word_end&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#end
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#385
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=partial_word_bits&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#end
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#386
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#387
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=count&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#388
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?defs=word&project=art
http://androidxref.com/5.1.1_r6/s?defs=word&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#word_end
http://androidxref.com/5.1.1_r6/s?defs=word&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#389
http://androidxref.com/5.1.1_r6/s?defs=count&project=art
http://androidxref.com/5.1.1_r6/s?defs=POPCOUNT&project=art
http://androidxref.com/5.1.1_r6/s?defs=storage&project=art
http://androidxref.com/5.1.1_r6/s?defs=word&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#390
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#391
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#partial_word_bits
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#392
http://androidxref.com/5.1.1_r6/s?defs=count&project=art
http://androidxref.com/5.1.1_r6/s?defs=POPCOUNT&project=art
http://androidxref.com/5.1.1_r6/s?defs=storage&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#word_end
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#partial_word_bits
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#393
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#394
http://androidxref.com/5.1.1_r6/s?defs=count&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/base/bit_vector.cc#395
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#163
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#163
http://androidxref.com/5.1.1_r6/s?defs=PACKED&project=art
http://androidxref.com/5.1.1_r6/s?defs=OatMethodOffsets&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#164
http://androidxref.com/5.1.1_r6/s?defs=public&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#165
http://androidxref.com/5.1.1_r6/s?defs=OatMethodOffsets&project=art
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?defs=code_offset&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat.h#166
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status 0008 99A64
OatClassType 0001(kOatClassSomeCompiled) | 99A66
bitmap_size(4b) 00000004 99A68
bitmap 000007FE 99A6C
OatMethodOffset(4b) 000B401D 99A70
OatMethodOffset(4b) 000B4075 99A74
OatMethodOffset(4b) 000B47E5 99A94

OatMethodOffset /M4 %277 1248 9 35 4 native code ML
1% class [ 45 R HihE=99A70+A*4-1=99A97

FEMEATIN . bitmap &% 715 UK, RIS B I % byte *bitmap /&
FE070000; {H & 7 fll & OatClass ¥ G, 244 bitmap 5# il % 4 uint32_t * bitmap.
FT LA, £E SERRE T AR AZ N, uint32_t * bitmap >4 000007FE, — 3| N: 01111111
1110, #F 10 MM~ 1, K methods_pointer_%i4H 7t 2 (OatMethodOffset) it 4™
#4 Ah.

M OatClass H 3RS 5 /7721 native code I, iZ[AIf{]/2 OatMethod %} %,
HARJEIS T

572const OatFile::0atMethod OatFile::0atClass::GetOatMethod (uint32 t
method index) const {

573 const OatMethodOffsets* oat method offsets =
GetOatMethodOffsets (method index); //3KHLJji:4m#A%

574 if (oat method offsets == nullptr) {

575 return OatMethod (nullptr, 0);

576 }

577 if (oat file —>IsExecutable() ||

578 Runtime: :Current () == nullptr || // This case applies for

oatdump.

579 Runtime: :Current () —>IsCompiler()) {

580 return OatMethod (oat file —>Begin(), oat method offsets—>code offset );
581 } else {

582 // We aren’t allowed to use the compiled code. We just force it down the
interpreted version.

583 return OatMethod (oat file —>Begin(), 0);

84 }

85}

o1

o1

92 class OatMethod {

93 ......

166 const bytekx begin_; //oatdata EXJJT4Gdt: 1000h
167
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168 uint32 t code offset_; //Hi/& OatMethodOffsets—>code_offset_
171 };

X FE A DL J# i OatMethod K 5E £f | /7 ¥ 1) native code T

(begin_+code_offset_)-

5 L4

ST ENX B, HERER oat XA EEE T —ERANR. REag—

® Oat A H SLmk &K AN shared object [ EIf X4, 454 — EIf Header,
EIf Header ' e_phoff FZEk#5[7] | program header talbe, e_shoff FBfg[H] |
section header table;

® section headertable HH —144 7 H.dynsym [ section head, 1% section head

Vel

FR ) section /&5 3

® Oat XfFFH T 3 MF5: oatdata, oatexec, oatlastword:;

® oatdata fi5 [ oatdata B¢, ZIX A7 N2 A, GG OatHeader, dex #HK%
55, dex 77755 native code HIMLGF XA (H OatClass Fon), it
OatClass F] AR X} 77 ¥ 1) native code;

® oatexec fi5[f] oatexec B, %X AT )2 J7 L native code, & T HAT H:

® oatlastword f5[7] oatexec B /5 — N FIF Al . Bl oatexec BriI4h

Hidik= oatlastword->st_value+3.

(58)



http://androidxref.com/5.1.1_r6/xref/art/runtime/oat_file.h#168
http://androidxref.com/5.1.1_r6/s?defs=uint32_t&project=art
http://androidxref.com/5.1.1_r6/s?refs=code_offset_&project=art
http://androidxref.com/5.1.1_r6/s?defs=OatMethodOffsets&project=art
http://androidxref.com/5.1.1_r6/s?refs=code_offset_&project=art
http://androidxref.com/5.1.1_r6/xref/art/runtime/oat_file.h#171

