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1 System Requirements - General

Passwordstate has the following system requirements:

Web Server

Your web server which will host the Passwordstate web site can be any of the following Operating System
versions:

e  Microsoft Windows Server 2008 & IIS 7.0

e  Microsoft Windows Server 2008 R2 & IIS 7.5
e Microsoft Windows Server 2012 & IIS 8.0

e  Microsoft Windows Server 2012 R2 & IS 8.5
e Windows7 &IIS7.5

e Windows 8 & IIS 8.0

e Windows 10 & IIS 10.0

Note: Microsoft .Net Framework 4.5, and PowerShell 3.0 or above must also be installed on your web
server.

Database Server
You will need to have one of the following supported SQL Server versions installed prior to installing
Passwordstate, so Passwordstate can connect to SQL Server and create a database. SQL Server can be
installed either on the same web server as Passwordstate, or on any other Windows Server in your
environment.

e Microsoft SQL Server 2008

e Microsoft SQL Server 2008 Express

e Microsoft SQL Server 2008 R2

e Microsoft SQL Server 2008 R2 Express

e Microsoft SQL Server 2012

e Microsoft SQL Server 2012 Express

e Microsoft SQL Server 2014

e Microsoft SQL Server 2014 Express

e Microsoft SQL Server 2016

e Microsoft SQL Server 2016 Express

Important: SQL Server must be configured for mixed-mode authentication, so the Passwordstate web site
can connect to SQL Server using an SQL Account. Active Directory Accounts cannot be used to
authenticate against the database.
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2 Installing Microsoft IIS and SQL Server

Before you install Passwordstate, you are required to already have Internet Information Servers (1IS) and
SQL Server Express or above installed. Below are a couple of links to show how to install these if you
require any help

e Install IS (Web Server) - https://www.clickstudios.com.au/community/index.php?/topic/1786-
how-to-install-internet-information-services-iis/

e Install SQL Server (Database Server) -
https://www.clickstudios.com.au/downloads/Installing SQLServerExpress 2016.pdf
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3 Installing Passwordstate

To install Passwordstate, run ‘Passwordstate.exe’ and follow these instructions:

1. Atthe ‘Passwordstate Installation Wizard’ screen, click on the ‘Next’ button

Welcome to the InstallAware Wizard for
Passwordstate

The InstallAware Wizard will install Passwordstate on your
computer,

WARMNING: This program is protected by copyright law and
international reaties.

To continue, didk Mext.

<gack || Next> | | cancel

2. Atthe ‘License Agreement’ screen, tick the option ‘I accept the terms in the License Agreement’,
then click on the ‘Next’ button

License Agreement
Please carefully read the following license agreement.

END-USER SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS END-USER LICENSE AGREEMENT ("EULA") CAREFULLY. BY
INSTALLING OR USING THE SOFTWARE THAT ACCOMPAHNIES THIS EULA

(" SOFTWARE"), YOU AGREE TO THE TERMS OF THIS EULA. IF YOU DO NOT
AGREE, DO NOT USE THE SOFTWARE AND, IF APPLICABLE, RETURN IT TO THE
PLACE OF PURCHASE FOR A FULL REFUND.

By clicking on the "| ACCEPT™ button, by opening the package that contains the
Software, or by copying, downloading, accessing or otherwise using the Software,
voll anree tn he hound bw the terms of this FLILA and vou renresent that voo are

[#] I accept the terms of the license agreement:

InstallAware

3. Atthe ‘Destination Folder’ screen, you can either accept the default path or change to a different
location, then click on the ‘Next’ button
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Destination Folder
Select folder where setup will install files.

Install Passwordstate to:

:\netpub\Passwordstate

Destination Folder
Required Disk Space:
Remaining Disk Space:

InstzllAware

4. At the ‘Specify Authentication Options for Passwordstate’ screen, select your preferred
authentication method, and then click on the ‘Next’ button

Specify Authentication Options for Passwordstate

Please select which authentication method you would like to use with Passwordstate:

(#®) iActive Directory Integrated:

() Forms Based Authentication

(Mote: You cannot swap between authentication methods after Passwordstate is installed)

InstzllAware
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5. At the ‘Specify Web Site URL and Port Number’ screen, specify the URL you would like to use, then
click on the ‘Next’ button

Specify Web Site URL and Port Number

Please select your preferred web site URL option below:
hth:s:;‘j|passwords13te| Part Number

[w] Add a Windows Firewall Exception for the Port Above

Note 1:
If you would like to use a different URL other than your server's Host Mame, you will need to
create a CHMAME DMS entry to match whatever you type after the htips: ff

Note 2@

A self-signed 55L certificate will be assigned to the Passwordstate web site. If you prefer to
use your own certificate, you can modify the site's bindings in 115 once the installation is
complete.

Installaware

Completing the InstallAware Wizard for
Passwordstate

The Installdware Wizard is now ready to configure
Passwordstate an this computer.

- Click Next to begin configuration

- Click Back to change settings

- Click Cancel to exit

7. Once installed, click on the ‘Finish’ button
8. If you have a Firewall enabled on your web server, you may need to open up the port number you
specified during the install (default is 9119), so that users are able to access the web site
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4 SSL Certificate Considerations

The installer for Passwordstate installs a self-signed SSL certificate on your web server, and binds it to the

Passwordstate web site.

If you have your own SSL certificate installed on the web server you’d prefer to use, you can modify the

bindings for the site in IIS, and select the appropriate certificate.

If you wish to continue using the self-signed SSL certificate, then you may want to instruct your users to
“Install” the certificate on their computer, so the various Internet browsers don’t complain about the

certificate not being issued by a trusted authority.
To install the certificate, you can follow these steps:

1. Using Internet Explorer, browser to the Passwordstate web site

2. When you see the following screen, click on the ‘Continue to this website’ link

g] There is a problem with this website's security certificate.
N

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.

We recommend that you close this webpage and do no ntinue to this website.
® Click here to close this webpage.

&9 Continue to this website (not recommended).

= More information

3. Now click on the ‘Certificate error’ link at the top of your screen

L ~ & Certificate error & E[

4. The click on ‘View Certificates’, then on the ‘Install Certificate...” button

5. Select the ‘Local Machine’ Store Location, then click on the ‘Next’ button

6. Select ‘Place all certificates in the following store’ option, click on the ‘Browse’ button, and select

‘Trusted Root Certification Authorities’ as per the next screenshot
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@ £ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows cal

the certificat Select the certificate store you want to use,

O Auto -4 | Perzonal
(®) Place 2 i Trusted Root Certification Authorities
Certifi ,:| Enterprise Trust
| Intermediate Certification Authorities
- {7 Trusted Publishers

LI imtriated Cartifirates
£

[ | show physical stores

Learn more about certificate stores

| Mext || Cancel

7. Now click on the ‘OK’ button, then the ‘Next’ and ‘Finish’ buttons

8. After the certificate is installed, you can close and re-open your browser to the Passwordstate web
site, and it should no longer complain about an untrusted certificate
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5 Configuring Passwordstate for First Time Use

Introduction - Now that Passwordstate is installed, you can direct your browser to the URL you specified during the initial install, and follow the initial Setup
Wizard — this wizard will guide you through a series of questions for configuring Passwordstate for use.

Please Note 1: If using ‘Active Directory Integrated’ authentication, please ensure you are logged onto your domain, and not logged on locally to your server,
before proceeding.

Mark _ O b
E Passwordstate x
[ = C fi [3 httpsy//passwordstate.halox.net/setup/ =
=
=8 Passwordstate
Mavigation - Setup Introduction
- Welcome
& ¥ Welcome to Passwordstate
el introduction
= Database Settings Before you can begin to use Passwordstate you must run through a Setup Wizard to specify information which will help create and initialise the database.

£} system Settings
® Registration Details

Please select which instance of Passwordstate you would like to use for this installation:
® Primary Instance High Availability Instance
o Active Directory Settings

.l.f Create Admin Account ) ) . L )
There are four main steps to the Setup Wizard for configuring the Primary Instance of Passwordstate:

Database Settings Specify settings allowing the creation of the Passwordstate database, and an SQL Account for
Passwordstate to function, or to use an existing blank database

& Setup Complete

Registration Details Allows you to register Passwordstate with your supplied Registration Key
System Settings Customize Passwordstate's usage by specifying various system settings
Create Admin Account Allows you to create the first ‘Security Administrator' account within Passwordstate

Note: Please ensure you are logged onto your normal domain, and not logged on locally to your server, before proceeding

To begin the setup of Passwordstate, click the 'Begin' button below

Begin
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Database Settings — Create New Database - On this screen you will need to specify database settings for creating the Passwordstate database. Please use the
onscreen instructions if you have any issues connecting to the database.

Please Note: Creating the database, and populating the tables with data, could take up to a minute to complete.

Mlarks _ O %
J E Passwordstate * '-._\
€& - C i [ https://passwordstate.halox.net/setup/ =
3 Passwordstate |
Mavigation - Setup Database Settings
“ B welcome £ Database Settings
Q Introduction
E In order to create the Passwordstate database, the following conditions must be met:

£ System Settings Condition 1: Your SQL Server must be configured for mixed-mode authentication

Q Registration Details Condition 2: You must supply an SQL Account (below) with sufficient privileges to create the Passwordstate database - at a minimum the ‘dbcreator’ and *securityadmin’
5 Active Directory Settings SQL Server roles

.‘f Create Admin Account If you are having problems connecting to the database, click here for help - | Possible Connection Failure Reasons.

¥ setup Complete ) ) ) )
Please Mote: Creating the database, and populating the tables with data, can take up to a minute to complete.

I create new database connect to blank database database creation log

To create a new database, please specify details below as appropriate.

Database Server Mame * | | =
|

SQL Server Instance Name |

S0L Login Mame * |sa | =

Specify an SQL Account login here - not a Windows Domain account.,
™ Note: This account will ne longer be used after the initial setup is complete,

Password * | |

L | have clicked on the 'Test Connection’ link

Status: Not tested Test Connection
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Database Settings — Connect to Blank Database — If you prefer to create the blank Passwordstate database yourself prior to tables being created and populated
with data, you can do so by clicking on the ‘Connect to Blank Database’ tab first.

Please Note: You must first create a blank database to connect to, and an appropriate SQL Account which has db_owner rights to this database. If connecting to a
Microsoft Azure or Amazon AWS database, please refer to their documentation for how to create the database and SQL Account.

— O ;'Y
E Passwordstate X\
n o . , -
- C f [ httpsy//passwordstate.halox.net/setup;/ =
—
&% Passwordstate I
MNavigation - Setup Database Settings
4 Wl .
B4 wekcome = Database Settings
¥ Introduction
F—| Database Settings In order to create the Passwordstate database, the following conditions must be met:
3 system Settings Condition 1: Your SQL Server must be configured for mixed-mode authentication
® Registration Details Condition 2: You must supply an SQL Account (below) with sufficient privileges to create the Passwordstate database - at 2 minimum the "dbcreator' and 'securityadmin' SQL
H Active Directory Settings server roles
A7 Create Admin Account If you are having problems connecting to the database, click here for help - | Possible Connection Failure Reasons.

& setup Complete ) ) )
Please Note: Creating the database, and populating the tables with data, can take up to a minute to complete.

create new database connect to blank database database creation log

To connect to a blank database you have manually created yourself, please specify details below as appropriate.

. njote: You must have also created the SQL Login Name below yourself, and this account requires db_owner rights to the
Passwordstate database only.

Database Location * ® |nternal O Microsoft Azure © Amazon RDS

)

Database Server Name * ‘ |

SQL Server Instance Name ‘ |

M

Database Name * ‘pags\n\:ordglate | =
SOL Login Mame * ‘passwordslate_user | [
Specify an 5QL Account login here - not a Windows Domain account.
Password * ‘ |
U I have clicked on the 'Test Connection’ link
Status: Not tested Test Connection
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System Settings — On this screen you specify various system wide settings for Passwordstate usage. Explanation for each of these settings is detailed after this

screenshot.

/ E Passwordstate x N

[ p—

*

€« - C i [3 https:/passwordstate.halox.net/setup/

23] Passwordstate

Mavigation - Setup

4 PA] Welcome
@ Introduction
= Database Settings
P e seings
® Registration Details
5 Active Directory Settings
8% Create Admin Account

& Setup Complete

System Settings

& System Settings

Please specify the appropriate System Settings below, then click on the "Next' button.

system settings

Email Settings

Please specify the appropriate email details so Passwordstate can send emails
- leave blank if you want no emails to be sent.

Email Server Host Name : || |

Email Server Port Mumber

i s |
Send From Email Address | |
Use Mailbox to Send ® yes O No
Send Mail via TLS O yes ® No
User Name : | |

Password : | |

Domain Name : | |

Emergency Access Account

Please specify a Password for the Emergency Access account, and the URL for
this login is 'https://passwordstate.halox.net/emergency

Password: * | |

Confirm Password: * | |

FIPS Support

If your environment needs to support FIPS compliance (Federal Information
Processing Standards), please click the "Yes' option below.

Note: FIPS support is generally not required, unless mandated by the US
government for your organization. Once the FIPS supported encryption
method is being used, it cannot be turned off.

Dyes @ No

Proxy Server Settings

If required, specify proxy settings for checking for new builds:

Proxy Server:

Format is “ServerName:PortNumber”

User Name :

Password :

w
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System Settings Detail
Action

Email Settings
Email Server Host Name

Email Server Port Number
SMTP Address
Use Mailbox to Send

User Name & Password
Domain Name

Emergency Access Account
Miscellaneous Settings

FIPS Support
Proxy Server

Description

The host name of an email server which is able to send either anonymous SMTP email, or authenticated email from a specific
mailbox

The port number in which your email server is configured to send mail (port 25 is generally the default port)
The SMTP address you would like emails to be sent from when generated from within Passwordstate

If you would like to send all email in Passwordstate from an authenticated mailbox, then select this option. If unselected, email will
be sent via anonymous SMTP

Domain user name and Password for the authenticated mailbox
NetBIOS name for the domain the mailbox belongs to

The Emergency Access Account is only used if you’re unable to authenticate with any other accounts

If you’re organization requires compliance for the FIPS standard, select this encryption option

Passwordstate can check if new versions are available. If you require to specify some proxy server details to access the Internet, you
can do so here (checks for updates can also be disabled once you’ve started Passwordstate)
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Registration Details — On this screen you need to specify your Registration details for Passwordstate. If you have not received your registration details, please visit
www.clickstudios.com.au.

/ E Passwordstate x
AS

€& — C f [ https://passwordstate.halox.net/setup/

Dt
n

28 Passwordstate

Mavigation - Setup Registration Details
4 Wel . . .
B4 welcome ® Registration Details
% Introduction
= Database Settings Please specify your registration information for Passwordstate below, then click on the "Next' button.

System Settings ; ; ) . . o .
? Y . . g . . Note: During the first 30 days of using Passwordstate, you will be evaluating the Enterprise License (Unlimited Users).
L4 Registration Details Once the 30 days has expired, it will revert back to the Free 5 User version - unless you purchase some licenses,

5 Active Directory Settings
&7 Create Admin Account License Type Client Access Licenses
& Setup Complete

Registration Name * | |

License Count™ | |

Registration Key *

MNext
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Active Directory Settings

If you have installed the Active Directory integrated version of Passwordstate, there are certain AD settings you must also supply. For the Privileged Account
Credentials, you must at supply an account which has ‘Read’ access to AD, so Security Groups can be queried, and user account enabled/disabled status can be
determined.

Marks _ O Y
E Passwordstate x Y
<« C' i [ httpsy/passwordstate.halox.net/setup/ w =
—
=8 Passwordstate
Navigation - Setup Active Directory Settings
F - . . .
B4 welcome 5 Active Directory Settings
% Introduction
&= Database Settings Please confirm the Active Directory Settings below, and also specify Privileged Account Credentials to read AD Security Groups and Accounts.

£} System Settings
e Registration Details I active directory setings
Fee Active Directory Settings Active Directory Domain

87 Create Admin Account Please confirm the Active Directory settings are correct for your domain.

& setup Complete

AD Domain NetBIOS Marme * : |ha|o:-c |

eg. clickstudios
AD Domain LDAP Query String * @ |DC:ha|Q):_D[:nEt |

e.g. de=clickstudios,dc=com,dc=au

"Read" Privileged Account Credentials
Specify account with Read access to query Active Directory Users and Security Groups:

UserName: * DomainyUseriD

Password : * @

Next
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Create Admin Account — On this screen you specify details for the first user account to be created in Passwordstate. This account will be granted Security
Administrator privileges, and assign all Security Administrator roles.

Mark: _ O ¥
E Passwordstate x
&« C' f | [ https://passwordstate.halox.net/setup/ =

28 Passwordstate

Mavigation - Setup Create Admin Account
4 Welcome ; .
& &7 Create Admin Account
% Introduction
= Database Settings Before you can begin to use Passwordstate, you must first create an account which will be given the
O System Settings Security Administrator’ role (‘Security Administrators’ can manage all features within Passwordstate).

® Registration Details Please verify the details below are correct, then click on the ‘Next" button.

T2 Active Directory Settings

¥4 Create Admin Account UserlD halox\msand

& setup Complete First Name * |hf|ark |

surname * |Sandford |

Email Address * | |

Next
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Setup Complete — The installation is now complete and you can begin using Passwordstate. Prior to granting access, or informing users of the new version, you
may wish to review some of the system wide settings found under the ‘Administration’ area of Passwordstate.

Export Encryption Keys — It is very important you export your encryption keys for safe storage outside of Passwordstate. If you were to lose your web.config file in
a disaster, Click Studios would not be able to help you rebuild your Passwordstate environment. The split encryptions keys are stored in the web.config file, and
within the database.

Mark] _ O %
E Passwordstate x N
€« C' & [} https://passwordstate.halox.net/setup/ w =
(|
& Passwordstate
MNavigation - Setup Setup Complete
4
B4 welcome ¥ Setup Complete
% Introduction
= Database Settings
€3 System Settings You have successfully finished the initial setup, and Passwordstate is now ready for use
® Registration Details Prior to allowing users to use the new version of Passwordstate, there are a few customizations you may wish to consider within the *Administration' area of Passwordstate:

o4 Active Directory Settings
Customizations
1. System Settings - there are many site wide settings here you should consider prior to making Passwordstate available to all users
E’ 2. Email Templates
3. Backup Settings - required before any upgrades can take place

8% Create Admin Account

Backup Encryption Keys
Prior to using Passwordstate, you need to export your encryption keys to a password protected zip file. If you were to lose these 4 encryption keys (which are stored in the database
and web.config file), you will no longer be able to use Passwordstate as encryption/decryption will not be possible

Export Encryption Keys
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6 Post Install Instructions

We also have additional information in our General Installation Guide, which answers many post install

questions we have received from customers. Some of these questions include:

e Using a different URL for the site
e Accessing the site from Mac and Linux Desktops or from the Internet
e Encrypting settings in the web.config file

e Anti-Virus Considerations

Below is a link for our General Installation Guide if needed -

https://www.clickstudios.com.au/downloads/version7/Installation Instructions.pdf
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